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MEPIAHWH

Ye autd 10 Bépa Bo e€gTdoovpe Yo TNV KOTELOLVTIPLO YPOUUY YO TNV EQAPUOYN
AELITOVPYIKNG OCPAAELNG GE ALTOVOU®MV GLOTNUATOV ac@dietoc. [Tio cuykekpipéva, o
opada mov edikeveTal Tavm o€ avtd to Béua ivar  Global Mining Guidelines (GMG) n
omoila £dwoe og dnuocicvor €va £yypoeo To omoio avoivel ta Bépata YOpw amd TtV
ACQAAELDL TOV OVTOVOL®MY CUOTNUATOV. AvapépeTor otnv avtovoun e£opvén n omoia
yivetal éva GUYKEKPILEVO KOOIKO 0GPAAELNG 0 0Tolog Ba elval acQAAELS Y100 TOV XEPIOTY
KoL Yo VoL unv dnpovpynoet mpdPfAnuo oto pnyoviuota E6puéng. Xto £yypago akopa
N ondda g GMG avaeépet Yoo cVTOVORO GLGTAUATO TTOL TO TPOCHOTIKO O TPEMEL VoL
nepboel o ekmaidevon n omoior Ba tovg delyver omv  WPAEN MO AGQOAN
OLTOLOTOTTOINGT Kol B KATOVOIGOLY TOVG KIvOHVOLG TOV OTOUATIGUOV. XTOV £YYPOPO
axopa avaypaeetot yo tnv OPS mov givor vrevBovn yia va mopéyel 6TOVG YEPLOTEG TOV
opvyelov OAec TG amapoitnTeG TANPOPOPIES YIOL TNV AETOVPYIKT] OCGPAAELR YO TNV
avamTLEN TOV TPOIOVTOC. ApUOSIOg LETE TNV AVATTTVEY TOL TPOTOVTOG Eivar 1) emyeipnon
oumg 1 OPS g&akolovbel va vtevBuvn yia T aArayég dGov apopd yia TNV avoBaduion
00 Aoyopkov. O kdxkhog (ong tov mpoidvtoc avtiotoyyel pe tov KOKAO LN g
AELTOVPYIKNG aoPirelnG 1 omoia delyvel To gvpog NG evOg mPOidVTOG. LTO £YYPOPO
OVTO EMIOMG OVOPEPETOL GTNV OLAXEIPIOT KIVOHVOL VOGS OVTOUATOV GLGTNLOTOG TO OO0
pumopel var éyel éva Aetovpyikd TPOPANUa €ite AOYoUIKOD €1t KOKNG AETOLPYIKNG
xprong tov yeptot. Kieivovrag, oto &yypago g GMG avagépovtol cuykekpiuéva
ISO mov eivar amopaitnTo yioo TNV AETOVPYIKY OCPAOAEWD TOV UNYOVNUATOV Kol
npwtoékoA o ov Bo mpémer vo axoAovOncer M etoupion GAAG KoL O YEPIOTNG TV
aLTOVOUOV UNYOVNUATOV £TGL OCTE Vo LITAPEEL oL OHOAT Agttovpyio avAUEsSH GTO

UNYOVILOTOL KO GTOVG XEPLOTES OVTADV.



ABSTRACT

In this subject we will look at the guideline for implementing functional safety in
standalone safety systems. More specifically, a group that specializes on this topic is the
Global Mining Guidelines (GMG) which has published a paper that discusses the issues
surrounding security in autonomous systems. It refers to autonomous mining which
becomes a specific safety code which will be safe for the operator and not to create a
problem for the mining machines. In the paper still the GMG team mentions about
autonomous systems that the staff should go through a training which will show them in
practice a safe automation and understand the risks of automation. The document even
mentions about OPS being responsible for providing mine operators with all the
necessary operational safety information for product development. Responsible after the
product development is the company however the OPS is still responsible for the changes
in terms of upgrading the software. The product life cycle corresponds to the functional
safety life cycle which indicates the life span of a product. This document also refers to
the risk management of an automated system which may have a functional problem either
software or operator misuse. In conclusion, GMG's document mentions specific ISOs that
are necessary for the operational safety of the machines and protocols that the company
and the operator of the autonomous machines should follow so that there is a smooth

operation between the machines and their operators.



1. NPOAOI0z

To Global Mining Guidelines Group (GMG) &ivat £va 3ikTVO EKTPOCOT®V O ETALPEIES
eEopuéng, eComMopdg Ko mpounbevtég  TEYVOAOYIOG, EPELVNTIKOL  OPYOVIGUOL,
axodnuaikoi, puOGTIKOVG 0pyavIGHODS, GLUPOVAOLS KOl EVMGELS TOL KAAOOL TOV
ovvepyalovtal Yo TNV OVTILETMOTIOT TOV TPOKANGE®V TOL AVTIILETMOMILEL 0 KAADOG Hag.
H GMG octoyetel va emttaybvel ™ Pertioon tov emddcewv e£0pvéng, ¢ acPAAELNG
Kol TG Procdmmroc Kot onuovpyel KatevBuvinpleg Ypoppés, OT®MG OVTH, TOL
AVTILETOTILOVY KOWES TPOKANGES TOL KAGOov. Ot katevBuvinpieg ypapupés g GMG
etvar €yypapa pe a&loAdyNnon amd OUOTHOVS OV TPOGPEPOVV PEATIOTES TPOKTIKES,
OUUPOVAEG YL TNV EQOPUOYN VEMV TEXVOAOYI®V, aVATTLEN €LBLYPAUUIONG NG
Brounyaviag 1 ekmaidevorn oe gvpela KAlpaka. Avantdccovior HECH GLVEPYACING GE
0AOKANPO TOV KAGOO Yoo vo Bonbnoovv v maykOGHo €EO0PLKTIKY KOWOTNTO GTNV
EPOPLOYN TPOKTIKOV Yoo TN PeAtioon tov AETovpyidv 1 / Kot TV €QApUOY VE®V
texvoloyiov. AdPete voyn 6tL ot 0dnyieg GMG dev givan Prounyavikd mpoétvma. Tao
oxé01a eyyplowv eAéyyovtal Kot ykpivovtol omd ta pHéAn g opdoag epyasiog mpy amod

mv €ykpion and 1o Extedeotikd Zvpfovio g GMG.



2. OPIZMOI OPQN KAI 2YNTOMOTPAQIEZ

Avtévoun pnyoviy: AvagEPETal 6€ AVTOVOUEG Kol NHOVTOVOUES unyoaveS (ASAM), 0mtwg
avtég opiovton oto ISO 17757 (2019a, 3.1.3.1 xou 3.1.3.2). Xmmv moapodoa

KOTELOLVTNPLL VPO, AVAPEPETOL CLUYKEKPIUEVO OE Pnyaviota eE6pLENG.

Avtévopo cvoTnne: AVOQEPETOL GE ALTOVOLN Kot Nuawtovous cvotiuate (ASAMS),
omwg avtd opifovror oto ISO 17757 (2019a, 3.1.2). v mapodoa kotevbuvrnplo

YPOLUY, AVOPEPETOL CLUYKEKPIUEVO GE GVOTHUATO EEOPVENG.

Ixavotnto: H Ymopén atopmv pe Tig omapaitnTes yVvOoels, 0e5l0TNTEG Kol EUTEPIL Yo

TNV EQOPLOYT TNG AELTOVPYIKTG AGPAAELNG GE OVTOVOLLO GUGTILLOTOL.

Nreteppiviotiké cvotnpa: 'Eva chomuo 6mov ta aroteAéopato kabopilovral pe Baon

YV®OGTOVS Kol KATOVONTOVS TPOTOLS KOl GLVOTKES.

Agrtovpykn] ao@drewn: Avagépetor oto "UEPOC TNG OLVOMKNG OCQAAES TOV
e€aptdtorl amd T cOoT AEltovpyia EVOC CLGTNUATOS 1| EEOMMGUOD GE AmOKPIOT| OTIG
€16000vG Tov". OpileTon g "N aviyvevon evog SLVNTIKE EMKIVOLYNG KATAGTAONG TTOV
EXEL OG OMOTEAEGILOL TNV EVEPYOTOINGN €VOG TPOCTATEVTIKNG N Ol10pO®TIKNG dtdTaéne M
UNYOVIGHOD YloL TNV OOTPOTH TG EUPAVIONG EMKIVOLVOV GUUPBAVI®OV 1 TNV TapoyN
petplocpod  yuo Tt pelmon g ovvémeld tov  emikivovvov ocvuPdvtog”  (Inyn:
www.iec.ch).* Kokhiog {onfg Asrtovpyikig ac@aiewag: H dadikacio dwayeipiong g

AELITOVPYIKNG AoPAAELNG KaTd TN dtdpKela TG LoNg VO TPoidvTog,.

AveEaptnrog: Xe éva mhaiclo emaveEétacmg 1M Olepedviomg, OVAQEPETAL GE EVOV

L ®PIGUO APLOSIOTATMV Yol TN SOTHPNON TG OVTIKELEVIKOTNTOG,

Erinedo axeparotnrog / enimedo andédoong: [Ipocdiopiopdg tov Kivduvou peiwon tov
KIVOUVOL Tov omouteitol v moapéyetar and kdbe Asttovpyio acpdieiog. [Mapadeiypata
nepthappdvovy 1o eminedo emddcewv pnyavng (MPL), 1o eninedo emddcewv (PL) kot 10

eninedo axepardtnTog aceaielog (SIL).

Xeprotig opuyeiov: H emyeipnon e£0pvéng mov epapuoletl ) AEITOVPYIKY AGPAAELNG
OTO OVTOVOLO GLGTHLOTO GTO 0pLYElR Towog givor vTevBuvog Yo Tov KOKAO (NG NG

AELTOVPYIKTG ACPAAELNG TNG EPAPLOYNC.



Mn VTETEPMIVIOTIKO GUGTNHO: (). CLOTHUOTA EMEUPOONG O TMEPIMTOON EKTAUKTNG
avaykng, mponyuéva cvotnuota vrofondnone oonyod Kot oyedOcUOC OOPOUNG HE
TexvnTq vonuoouvvn). Evdéyetor va punmv elvar dvvotdv va kabopiotel €va emimedo
axepototnTag/Pabporoyio emmédov emddcewv (m.y. MPL / PL / SIL) xotd tn ypnon

OVTOV TOV GLGTNUATOV.

Apywég mpopunBevTilg mpoidvrog (OPS): mov eivar vrevbuvog yoo pépog My 10

GVUVOAO TOL EEO0MAICLOD KOKAOL (mNG TNG AEITOVPYIKNG AGPAAELONG TOV TPOTOVTOG,.

Agurrovpyia ac@dierog: Ov Asttovpyleg TOV UNYOVIAUOTOS OV OTOLTOOVTOL Yol TNV
emitevén N T dTNPNOY UG 0GPAAODS KOTAGTAONG KOl TOV OToi®mV 1 amotuyio N 1
dvoiettovpyia Ba pmopodcoav vo avéncovv Tov kivouvo tpovpaticpov 1 PAAPNS ota

gumhekoueva dropa 1 to TePPEAiov.
Awyeprotig cvoTpotos: To dtopo mov Exet Tov EAeYY0 VOGS GLGTNUOTOC.

Aoc@aiero cvetpatog: Métpa mov Aapfdvovtot yia va emPeforwbet 6TL T0 0 GLVOAKOG
OYEOIGOGC €VOC GLGTNUATOG €lval ac@oAng Yoo Asttovpyia. H Asttovpyun acediein

amotelel HEPOC TNG ACPAAELNG TOV GLUGTIOTOC.

* O egmionuog optoprdg TG AEITOVPYIKTG AGPAAELNS cOUP®VA e TO d1EBVEC TpoTumo TEC
61508 sivar: "To pépog g cvvolikng acpdreiag mov apopd to EUC (Equipment Under
Control) kot To svomnua eréyyov tov EUC mov e€aptdton amd v opbn Asttovpyia tov
cuoTUdTOV oV oyetiovtan He mv acaAeln E/E/MIE
(MAEKTPIKA/MAEKTPOVIKA/TPOYPAUUOTICOUEVE NAEKTPOVIKA) Kot GAL®V UETPOV HEIMONG

TOL Kvovvov."

3. AEZEIZ KAEIAIA
Avtovoun €£6puvén, avtdvol CLOTHUOTA, AEITOVPYIKY] ACPAAELD, KOKAOG {ONe, KIVINTEG

AVTOVOLEG UNYOVEG, dlaXEIPLoT KIVOUVOV, GPAAELN



4. NEAIO EOAPMOTIH2

Avtd T0 &YyYypopo mopExel KoBoOYNOoN OYETIKG UE TNV €POPUOYN TNG AELTOVPYIKNG
OCQAAELNG OE VEEC EQPUPUOYES OVTOVOU®Y GLOTNUATOV oTnV ££0pLEN CE EMPAVELNKEG
Kot voyeleg Aertovpyies. [poopiletar wg apetnpio yioo va Bondnoel toug avayvmoTteg
mov gpapuofovv avtdévoud cLoTHHOTH Vo, TAonynBodv otnv emkowmvia pe GAAOLG
Baoukovg popeic, aAld dev eivor pia akpPng dtadikosio mov Tpémel vo, akoAovOnOel kot
OEV YPNOUEVEL O TPOTLTTO 1 GVVOAO Kavovev. KaAdmtel vAkd eni tOToL - TV €£6puén
Kol GLUVOQEIS dpacTNPLOTNTEG VITOCTNPIENG TOV GLUPAAAOVY GtV €£OPLEN VAIKOV, OT®G

YEDTPNOT, aVOTIVOEN, POPTOOT), LETAPOPE, VIAUTIVYK.

Ta un vreteppviotikd cvotipata givol €KTOG TOL TEGIOL EPOPLOYNG TOL TNG TOPOVGOG
katevBuvinplag ypouuns. Qotdco, opiopéveg TANPOPOPIieC LYNAOD EMITEIOL Yo TO Un

VIETEPUIVIOTIKGA GUGTNILATO TAPEYOVTOL TNV evotnTa 13.

Eve m Aertovpykr| acpdAelo €vidoceTol GTO €uPLTEPO TESIO TNG OCOAAELNS TOV
OLGTHWOTOG, 1 KOOOONYNOT OYETIKA LE TN GLUVOAIKN OCQAAELL TOL GLOTNUATOG OEV
euUnintel oto medlo €QPUOYNS NG Tapovoag Kotevbuvtnplog ypouuns. Qotéco, 1
evotTTa 6 TEPLYPAPEL KATO0 TAOIGLO GYETIKA LE TNV EQOPLOYT QVTOVOU®V GUGTNUATOV
KO T1] GUVOAIKT] OCQAAELD KOL TO TPOCAPTNUA A TEPIYPAPEL TOV TPOTO LE TOV OTOI0 M
AELITOVPYIKY] OGQAAELD EVIOGGETOL OTN OlXEIPION TNG GLVOMKNG aoc@dAelas. 'Eva
Eexoprotd Eyypaeo ™c GMG yio T GUVOAMKN AGPAAELN TOV OVTOVOU®V GLGTNUATOV

Bpioketot eni OV TOPAVTOC VO AVATTVE).
Ta téooepa Pacikd Kovd TG TapoVGOS KOTELOLVTIPLOG YPOUUNG Etvat:

e Oocot oyedralovv kot Tpoundevovy avtdvopa suotipato (oni. OPS)
e Ot opdodeg mapdadoons Kot OLOKANPMONG ETLYEPTICEMV
e Ot opdoeg teyvoroyiog, Aettovpyiog Kol GLVTIPNCNG TOV ETOPELDV EEOPLENG

o PuOuotikég apyéc

Ot opddeg avTéG £YOLV SLOPOPETIKES TPOOTTIKEG KOl OVAYKES, OTOTE TO MESIO EQPAPUOYNG

PN OnKe apkeTd VPV MOTE VAL KAAVTTEL OLEG.
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5. EIZAIQrH

H maykéoua eEopuktikn Prounyovio aykoAidler v avtopatonroinon. Qotdco, ot
OTOLTNOELS Y10 TN OlOYEIPION TNG AETOLPYIKNG acPAAelng elval acapeis. Ymdpyovv

JAPoPOL AOYOL YioL VTN TNV EALELYT) GOPTVELOG:

H ypnion avtévopmv cuotudtov enttaydhvetal, aALd 1 LIOOETNOT Elvol OVOLO10YEVIG GE

OAOKAN PN T Prounyavia.

e To onuepwvé OPS Bpiokovial o€ S10popeTikd oTdda WPUOTNTOG GE OGOV APopd
™ Stoyelpton g AELITOVPYIKNG ACPAAELNG.

e Apketd 01ebvn kot €BviKd CLGTALATA AEITOVPYIKNG ACPAAELNS TPOTLTTO, LILAPYOVV
N Bpioxovtatr vwod avarTLEN, OALE VITAPYEL Eva EALENYT] CAPTVELNG CYETIKA LLE TO

TL 1oYVEL Y10 TIG AV TOVOLES GUGTNULATO GTO OPLYELDL.

H moapodoa xoatevbouviiplo ypopupun mopéyxel o KOwn mPoscEyyIon Yo TV €QOPLOYN
AELITOVPYIKNG OGPAAELNG GE OVTOVOUN GUOGTHLOTO KOl TOPATOUTES O1edv TpdTLTAL GTO
mlaiclo g eEopukTikng Propmyoviog Kot g tpéyovsos mpudttis s H mapodoa
KatevBovimpla ypouun emiong mepypdeel caQelG TPOGOOKIES YOl TIC OTOLTIOEL
EMKOWVOVIOG ylo. TNV VTOoCTNPIEN NG JLXEIPIONG OALOYDV KOl TNG OTOTEAEGUOTIKNG

epapuoyns. I'ia 1o okomod avtd, N Tapodoa KatevBLVTIPLOL YPOUUN:

- IIpocdopiler onpavtikd vAKO ovagopds kot mopaditel ta TPOTLTOL TOL £ivor
OYETIKO L€ TNV EPOPHUOYY] TNG AEITOVPYIKNG ACPAAELNS GE OLAPOPES TTVYEG TMV
AVTOVOL®V CLGTNUATOV (evoTnTO. 7)

- meprypdoel €va mopaderypa kKOkAOL (NG AEITOVPYIKNG AGQPOAEWG Yo TNV
EPAPLOYN OVTOVOL®V GLOTNUATOV otnv €£0pLEN Kot TPOocsdlopilel opiopuéveg
Baocuéc Tpocsdokieg Kot E0OVVES Yo TNV TAPOYN TANPOPOPLDV, TEKUNPILONS Kot
vrootPIENG o€ Kabe oTddio (evotnra 8)

- Tlpocpéper kaBodnynomn vyniod emmédov 7y TV avamtuEn  AOYIGHKOD,
emoAnBevon kol emkbpwon (evomta 9)- dtayeipion wavotitov (evotmra 10),
™V ac@ireln. otov KuPepvoympo (evotmra 11), kor texunpioorn duc@dAiiong

(evotra 12)

11



6. IZTOPIKO TMAAIZIO TIA  THN YAOMNOIHZH AYTONOMQN KAl
HMIAYTONOMQN ZY2THMATQN

H eotioon ot Aettovpyikn ac@IAELD EIVOL GNUOVTIKY Y10 TO CVTOVOUO GCLGTHILATO AOY®
™m¢ eEdpnong tovg amd v teyvoroyia (m.y. hardware and software) yia t dwayeipion
TOV AEITOVPYLOV acPareiag. Ioyvpr eoTiocn 6TV GTOVG O10IKNTIKOVG EAEYYOVE TOV Elvar

KPIGILOL Y100 TNV ACPAAELD TOV GLGTNLATOG EIVOL ETIONG ONUOVTIKOG,.

6.1 Alaxeiplon Twv avBpwnwv Kat tng aAlayng

H dwyeipion arhhayov 0o mpénel va givor oOAOKANPOUEVT S1OTL, YO TAPASELYLA, Ol
OAAOYEG AOYIGHUIKOD UITOPOVV VO, EMNPEAGOVV TN AEITOVPYIOL TOL GLOTHUOTOS KOl Ol
EVEPYELEC TOVL YEWPLOTH] CLGTNUATOG UTOPEL v emnpedoovy TV acpdAelo. o mpémet
emiong va vapyEl KATAAANAN emkovavia, Le OAOVS TOVG EVOLAPEPOLEVOVS POPELS Ko
OAEG Ol OMOPOITNTES EVIUEPDGELS GTNV TEKUNPIOON TOV XPNOTOV - OTMOS 00NYieg Kot
eyxepidla ekmaidevong - v va emPBePormbel 0TL T0 TPOCHOMIKO eMXEPNCE®Y €ival

£TOLUO VO TPOGOPUOGTEL GTNV GAAOYT.

6.2 Aettoupyla

YUYKPOoUoEg PETACD TOV OLOIKAGLAV Y10 TNV ENAVOPOUEVT Agttovpyio Kol eKEtveV

YL TNV ALTOVOUT AELTOVPYIN TPEMEL VO, OVTLLETOTIGTOVV.

O emyeipnowokés drudkaoieg mpénel va elvar capmg kabopiopéves. Ta avtdvopa
CLGTNUOTO OTOLTOVV TUTOTMOMUEVES AEITOVPYIKEG JLOIKOGIES GE KMOKO 7oL gival
EKTEAEOIHOG, O10TL o pmyovn Ogv pmopel va vo Katovonoel v mpodbeon twv

TUTOTOMUEVOV AEITOVPYIKDOV O1AOTKAGIOV 0TS 0 AvOpwmog.

AQOpeTIKG emMimeEdd GVTOVOUNGS OPIUOTNTOS OTOLTOVV  SLOPOPETIKO TPOUKTIKES
acparelag. o mapdoetypa, po tpéyovcsa mpoktikn givar o kabopiopdg pag {mvng
avtOvoung Asrtovpyiag mov meplopilel v un egovotodotnuévn mpodcPacn. Qotdco,
KaOdG N Kiynt avtdvoun pnyavn eEedMocetat, avt 1 TPaKTiKn dgv Ba elvan mhvta 1 To
amodoTiky] emhoyr. Ilpokelpévovr vo  OVIWETOMIGTOOV TO  SOQOPETIKG  EMITEdN

opoTTaS, Ba TPEMEL Vo avartuyBovv 1 va emtkaiporomBodv Tpdtuma acpaieiog.

12



Ot peTpNOELS Yo TO. ALTOVOUO GUCTHLOTO TPETEL VO Elvol TOAAES axpiPéotepn OGOV

apOPAd TN AEITOVPYIKT ACPAAELL.

- Ot petpnoelg Katdotaong VTOJOUNG / GLOTNUATOC TPETEL Vo givorl axplPeis.
Mo mopddetypo, €av o ovokevny GPS xweiton picd pétpo, pmopei vo
EMMNPEAGEL ONUAVIIKA TOV TPOTO HE TOV OMOI0 TO OVTOVOUO GUGTNLO
Aettovpyet.

- Ot petpnoeig vyeiag Tov aVTOVOHOL cLGTHTOG EEOPLENG eivar KpioEG TNV
EMKVPWOT TNG ATOOOCNC OV OUOPPADOVEL TIG TAPUOOYES OTIC EKTIUNOELS

KvouVOov.

H emyaipnowoxn tpoBeon xobopilelt v évvolo TV ETYEPNOEOV Kol TIG TOPASOYES
OYETIKA LE TOV TPOTO Agltovpying Tov cvotnuotos. H emyeipnoloxn npdbeomn amoteiet
ovumpaén peta&d Tov YEPoTy ToL opvyeiov ko tov OPS dtav ypnoomolovvTal
avtdvoud GLOTHUATO, €VO g€ival VIO TOV €AEyy0 TOL YEPLOTH TOL opvyeiov OTaV

YPNOYLOTOLOVVTOL EXAVOPOUEVO GLGTILLOTOL.

Amortovvtor amoterespatikoi dlaviol emkowvoviag petad tov OPS ko Tov
YEYPLOTY] TOV OPLYEIOV Y1 TNV AVTILETOMTICT TTVYDOV OTWS O VIOAEWTOUEVOS KivOuVOog Kot
Ol OmoUTNGELS Agrtovpyiog kot ovvtipnone. Evoéyetonr vo amouteiton peyoaAdtepn
oAANAemidpaon AOY® TNG TOALTAOKOTNTOG TOV CLOTNUATOV oVTOV. [ TEPIGGOTEPESG
nAnpogopieg, avarpéEte otov Kadwoa ITlpaktikng g Avtiknig Avotporiag yio v
ac@oin avtdvoun e£6pvén (Tuura Kupépvnong g Avtikng Avotpaiiog g Opuyeia,

Bropunyovikdg kovoviopdg kot acedieta, 2015).

O1 EKTIPNGELS KIVOUVOL OTTaLTOOV:

- Emeidon ta ovtéovopo ovotiuate eivor covnbog mo moAdmioka omd To
EMOVOPOUEVE GUGTNHLOTA.
- lIoyvpn eotioon o©TOVG O0KNTIKOVG €AEYYOVS GTOVLG Omoiovg eEaptdTon TO

avtovopo cvotnuo. Oa mpémel emiong va eEgtalovv Tov TPOMO e TOV OTO10
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oAGler N avBpodmivy  cvumeplpopd  KaBdg o1 TTLYXEG TOL  AgLTovPYinG
avTikadioTavtal amd T0 GVTOVOUO GUGTILLOTO.

- Ilepocdtepn eotioom oe cevipla okpoimv mTePTOCE®Y, TA oMol eivor Ta
oevapla Tov SoKIUACOVV TO GYEOOGHO TOL GUGTHLOTOS GE OTPOCOOKNTES Kol
oLYVa Un SOKILOGUEVOLG TPOTOVS. Evd 0 ¥E1p1oTig TOL GLGTAUOTOC UTopEl va
npocapuootel omv  ofefordotnta kot TNV oAlaynq Otov  ¥pNolUoTolEl €va
EMOVOPOUEVO CVOTNUO, £VO. OLTOVOUO GUGTNHO AEITOLPYEl €vTOG TOL Opla

oXEO10GLLOV.

O dwdkaoieg EKTUKTG avaykng mpénet va avabempnBovv yia va cuumepiAdfovv
avtovoueg enyelpnoels. O axorlovbeg epmmoelg mpémel va Anehovv voymn Katd v
avafe®pnon Kol TNV EVNUEPMOOT] TOV VOIOTAUEVOV SOOIKACIOV KOl MG HEPOS TNG

Tp€YoVoag daeipiong aAhaymv:

- Iog va otapatnoete pio avtdvoun Asttovpyio
- Iog va tpooeyyicete v avtovoun {ovn Aettovpyiog
- Tlog vo a@aip€oeTe TO QVTOVOLO PUNYOVILLL OV YOAAGEL

- AmoumoElg KOTAPTIONG Yol TOVG OVTATOKPITEG EKTOKTNG OVAYKNG

Oa mpémel va paplrocTel pia TPoosyyion owayeipions pvlpicemv yo v KabiEpwon
Kol ™ dwtpnon g PEATIOTNG amddoong Tov avtdvopov cvotiuatoc. H dadikacio
0T TPETEL VO KOTOYPAPEL OO TO, GTOLYEID DAIKOV Kot AOYIGUIKOV Tov B pumopodcoay va
EMNPEACOLY TNV OCQAAELD (TT.X., O OPIGUOC TNS SUOPP®ONG TPENEL VAL TEPIAAUPAVEL TOL
punyovikd ototyeio Tov OYNUOTOS OV YPNGLULOTOOVVTAL GTNV ETAVOPOUEVT] AgrTovpYia,
KaBmG KoL TNV AViXVEVGT), TOVS VITOAOYIGLOVS KOl TOV GUVTOVIGHUO TOL LAOTOLOVVTOL GTO
Aoylopko). H dadikacio oot mpénetl exiong vo Kataypaeel T TTUYES TG TApAd0oNG,

NG OAOKANPMOONC KOl TNG GLVTIPNONG oL Bo UTOpoVGaY VO EMNPECGOVY TNV AGPAAELD.

INa meportépw odnyieg avarpéEte oto ISO 10007, Awyeipion morotnrag-KatevBuvtnpieg

YPOUUES Yl TN Otaxeipion dtapdppmong (2017¢).

Ot evnuepmaoelg umopel va yivovtor cuyva AOYw Tov Yp1yopov puOpov g Kotvotopiog.
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7. 2YNIZTQMENO YAIKO ANAOOPAZ

Oa mpémet vo ANeOHoHY vroyn o akoAlovba Eyypapa Katd TN dadikacio oyed1UGHOD

Kol VAOTOINomnG:

- Tomwd ko d1ebvn TpdTLTTOL

- Odnyiec Tov KAAdOoL

- Koavoviopoi kot vopoBeosio dikatodociog
- Eroipikd mpoTLTTOL

- IIAnpopopiec yuo to Tpoidvia OPS kot mwAntdv

Ytov mivaka 1 mopatiBevior ta mpoéTLTO OV GYeTIlOVTOL LE TNV E€QOPUOYN TNG
AELTOVPYIKNG ACPALELNG GE OAPOPES TTVYES TMOV AVTOVOL®MY GLGTNHATOV. Mo tepiinym
KaBevoc amd avtd To TpoTLTO, KABMG Kol GAAa TpdTLTTA OV eV €lvar Pacikd, oAAG
eEaxorovBovv va givar yproweg avapopéc, uropov va Bpebovv oto Tlapdptmua B. Ot
LETEMELTO. OvOPOPES oTa TpdTLTa. avTd Yivovtan pe Bdon tov apBpd tov mpotdmov.
[Tpetg mapamounéc, GUUTEPIAAUPOVOUEVOV TOV ETUEPOVS ONUOGIEVUEVOV TUTUATOV,

vdpyovv oty evotnta 15.
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Table 1. Key Standards (in numerical order)

Standard Citation(s)

ISO 12100 Safety of machinery — General Principles for Intemational Organization for

design — Risk assessment and nisk reduction Standardization, 2010

ISO 13849 Safety of machinery - Safety-related parts of  Intemational Organization for

control systems Standardization, 2015b, 2012b

ISO 17757 Earth-moving machinery and mining - Intemational Organization for

Autonomous and semi-autonomous machine system Standardization, 201%a

safety

ISO 19014 Earth-moving machinery — Functional safety  Intemational Organization for

(Parts 1 and 3 are published, Parts 2, 4, and 5 are Standardization, 2018c, 2018d

currently in development)

IS0 31000 Risk management Interational Organization for
Standardization, 2018e

IEC 31010 Risk management — Risk assessment International Electrotechnical

techniques Commission, 2019b

IEC 61508 Functional safety of electrical / electronic / International Electrotechnical

programmable electronic safety-related systems Commission, 2010a-2010g

IEC 62061 Safety of machinery — Functional safety of International Electrotechnical

electrical, electronic and programmable electronic Commission, 2015b

control systems
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8. KYKAOZ ZQHZ AEITOYPIIKHZ AZDAAEIAZ

O wdxhog Long ™S AEITOVPYIKNG AoPAAEIOG eivarl o dtadtkacio yio T Olayeipton g
AEITOVPYIKNG GPAAELOG KaTd TN Otdpkela TG (ong evog poidvtoc. H mapovca evotnta
amotedel éva mopdaderypa KOKAOL (NG AEITOVPYIKNG OCQAAEWNS YO EQAPUOYES
ALTOVOU®OV GUOTNUAT®OV TOV TEPLYPAPEL TN OYECN UETAEL TOL KVUKAOL (NG TOv
poiovtog Tov OPS kot Tov KOKAov (NG TG EPOUPUOYNG TOV YEPLOTH TOL OpLYEIOL.
Eniong, ovvoyiler opiopévec oLOTAGEIS Yoo TIG TANPOQOPiEG mOL TPEMEL V.
KOWOTOL0UVTOL HETAED TV Poctkdv cuppeteyoviov. Ta OPS propel va dtapépovy mg
pog Tov Tpdémo pe tov omoio daxepilovion TV TPocEyyon Tov KOKAOL (oNg TV
TPOTOVTIWV TOVG, OTATE Ol GLGTAGELS AVTEG UIOpEl emiong va SPEPOVY AVALOYA LE TNV
npocéyyion. Avtd 1o mapddstypo KoKAov Cmng egetalet emiong TG0 o véa OGO Ko To
VOLOTANEVO CLOTAUOTO Kol TOV TPOMO e TOv omoio 1 Oladikocion pmopel va

TPOGAPUOCTEL Y100 TO KOOEVAL.

Avtd 10 mopaderypa KOKAOL (NG KOAVTTEL €va GUVOAIKO TEPPAAAOV OLTOVOLOV
CLOTNHOTOG TTOV GYETICETOL HE TOV 10TOTOMO HE TOALA EMimed OVTOHATIONOD. AVTE TO
OTPOUOTA TEPIAAUPAVOLY S16POPOVE TUTTOVG KOKA®V (NG TPOIOVTOV OV TPEMEL VL

evoopatmfovv otov kukho Lmng ™ epapproyng (Ewova 1).
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Base machine

Machine automation !

Product
lifecycles

]
Application
lifecycle

Other machine types

Site-specific
operating environment

Figure 1. Layers of the Overall Autonomous System Environment

To Zynua 2 cvvoyilel avtd to mapdderypa kokAov (onc. [Tivaxeg 2-12 meprypdpovy Tig
TPOGOOKIEC KO TIG OYETIKEG TANPOQEOPIeS, TNV TeEKUNpiwon N v vrootNpién mov o
QopEag eKpeTOAAEVONG TOV opvyeiov kot To OPS pmopovv va givor vrevbuvol yuo v
napoyn o€ Kabe oyeTikd otdoto. To Zymua 2 kot ot [Tivaxeg 2-12 meprypdpovv ta facikd
oTAd1 T000 TV KOUKAOL (NG TOL TPOTOVTOG 660 KAl TOL KOKAOL (NG TG EPAPLOYNG,
amd Vv 10€0 Kol To TESI0 EQUPUOYNS £G TN AElTovpYio KOl TN GLVTHPNOT, KOOMG Kot
opopéveg Paocwkég mTuyxég (GAAolL €Aeyyol KvOUVOV, EMYEPNOOKY ETOUOTNTO KoL
dwxeipton aAlay®v) Tov TPENEL Vo AdpPAvovTol VTOYT 6To TANIGL0 TG dtyeiptong Tov
KOKAOV (NG NG AETOVPYIKNG OCQAAEC. XTO XyNuo 2, To OKEKOUUEVO PEAN

VTOOEIKVOOLV OV EVIAGGOVTOL GLTEG Ol AALEC TTLYEG GTO GLVOMKO TOPAOELYLO TOV
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Kokhov Comg. Ta PEAN petald tov dvo KOKAwvV {oNg avIimpoo®wnehOLV OPICUEVES

Booukéc emKovmviec.

Evod 1o otddia tov kbdkhov (NG tov TPoidvtog Kol TG €PAPUOYNS Umopel va sivat
Topopot, OeV £Yovv Gyéon £va TPog Eva Kot 0gv cupfaivouy amapaitnta TavTdYpPOVaL.
Edv to OPS kot 0 xe1p1otic opuyeiov avanticoouy pia Tpocaprocuévr Ao, Uropet va
Bpiokoviar ce mopdpola ypovodiaypdupata. Qotd0c0, GUYVE OVATTOGGETOL TPADTO TO
TPOIOV Kal, GTN CLVEYELD, OPIGUEVO GTAOLN TOV KOUKAOL (N TOL TPoIdVTOG Umopel va
enaveEeTaotoby pe Pdon v epapuroyn. o mapdderypa, edv 0 QOpEOc EKUETAALEVONG
opvyeiov Kotvomolel mAnpoopieg amd 0omoINTOTE OTAS0 TOL KOKAOL (mNg NG
epappoyng ticm oto OPS, t61e éva Tponyodevo 6Tdd10 ToV KOKAOL (®NG TOV TPOIdVTOG
umopet va ypelaotel va emovalnedet 1| va enaveéetaotel. Edv evtomotodv tpomomomoelg
TOV GYESOCLOV KOTA TN SIUPKELD TNG EPAPLOYNS, O TPOGIOPIGHOG TMV KIVOUVMV Kol 1
extipmon kwvdvvov pmopel va ypelaotel va enaveEetactodv yia o Tpoidv. [lepartépm, 1
aAAnAovyio SpacTNPIOTHTOV OV TEPLYPAPETAL 6TO SYNUe 2 givol éva amd To. TOAAG
Tapadelypata Tov THG pmopetl va. potdlel n dadikacio. Avtd oyvel WiTEPA Yo TOV
KOKAo (Mg Tov TPoidVTOog, KABMS OpIoUEVA AO TO GTAdIO UTOPEL VOL TPOYLOLTOTOLOVVTOL
LLE OLLPOPETIKT GEPA N VAL UNV 1oYLOLY o€ KABE Tepimton avdioya pe TV TPOcEyyion

avamTuEng Tov TPoIdVTOC.

To OPS &ivar vrehBuvo yia T AELITOVPYIKT ACPAAELD KOTA TV avATTLEN £VOG TPOTOVTOG,.
To OPS mapéyet 6Tov YEPIGTH TOL 0pLYEIOV OAEG TIG ATOPOITNTEG TANPOPOPIES Yo VL
amodeigel 6TL TANPOLVTOL OL TPOIYPAPES TNG EPOPUOYNG KO OTL TO CVTOVOLO GUGTNLO
pmopel va Agttovpynoet kot vo dtotnpnBel pe v amoitovpevn anddocn acQUAELNGC.
Moc to mpoidv avantuyBel o pia emyeipnon, o opéag ekUeTdALeVOTG OpLYEIOL Eivar
VIEVOVLVOC YL TN GLUVOMKT OGEAAEL TOV AVTOVOUOL GLOTHHOTOC. Qotdco, o OPS
eEaxorovbel va givor vrevBouvog yio Tig aAAAYEG TOV TPOYLOTOTOEL GTO TPOIOV TOL KOTA
1 Odpkela Tov KOKAOL avafdaduione tov mpoidvrog (m.y. avapfaducn Aoyicpkov). Edv
1N OAOKANP®OT TPAYLLOTOTOLEITAL Ot TPITO PEPOG, TOTE O OAOKANPMTNG TOV GUCTNHUOTOSG
Ba elvar vTevBVVOG Yo TNV AVATTVEN KOt THY AVAALGN TOV AELITOVPYUDV AGPAAELNG EVTOG
TOV OTOVOLOVL GLGTNHOTOC, EVA 0 POPENG EKUETAAAEVONG TOL opLYEioL Ba eakorovOel

va gtvat vTeEVBVVOG Y10l TN GLVOAIKT] AGPAAELD TOV.
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H emwowovia kot 1 dwedveln petad Tov @opéa eKUETAAAELONG OPLYEI®V TOL
epappolet To avtdovopo cvotnua kot tov OPS givar arapaitnn. To OPS Ba avartdéet
TUTIKA TO OVTOVOUO GUGTNLO Y10, [ TPOOPILOUEVT YPNOT|. UE TNV TAPOSO TOL YPOVOV,
EVOEYETOL VO, VTTAPEOLY TPOTOTOMGELS TOGO OTO GUGTNUO OGO KOl OTI TEPUTTMGELS
xpong oto medio. Eqv yivouv té€toteg tpomomomoeic, 10te eivon {oTikng onuaociog ot
YEWPLoTEG opuyeiov va epapuolovv apyés dayeipiong aAlaydv Kot dapdpewons. O
YEPLOTNG TOL OpvYEiov TPémel va KaBOPIoEL TIG AMUTNGELS TOV YPNOTAOV TOV KOl TIG
TPOKOTTOVGES OMOLTGES CLUGTNUOTOS KO OCQAAELNG YO TNV EQOPUOYN TOVG. XN
oLVEREL, TTPEMEL Vo EmKovmviicovy pe to OPS v va emPePordoovy ot1 0 mpoidv

TANPOl AVTEG TIC OTOLTH|GELS.

PRODUCT APPLICATION
Concept & scope Concept & scope
3 Planning Planning drrssssssas=sasss -
| |
| — !
i Hazard 10 { Generic hazard IDs || Hazard 1D D 1 ;
i & risk assessment 1 __Safety manual _J. & risk assessment 1 ! i
B el [ H : i
i i H [
| Contral 1D / specifcation /| Lok avalsble >t specification / ' i ;
_____________ 1 [ ]
E requirements .:_| P mqmmmm requiraments ; : E
______________ | 1

| omer| 1
i Design > Possible design modifications sk i !
l contrals ! [
i ! i i
1 i - 1

. T rational | ¥
i Installation & commissioning Installation & commissioning : T;mm: !
i i T i
] 1 i 1
: : P
i Validation Validation -- i :
] i ]
1 Fremmm e ————— i '
1 | Usermanpsl & 1 i i
i _ 1 other use info E_} _ ! i
i Operation & support "_'_'_-_-_-_'_'_-:_-_'_'_-_ Operation & maintenance [€-=======- - H
E &1 _Operations cata i
i ]
:. _____________________________________ CHEMGE e o e e :

Management

Figure 2. An Example of the Relationship Between Product and Application Lifecycles (Abbreviations: identification, 1D); Note: the cantents in the lifecycles
may vary.
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Table 2. Concept and Scope

At this stage, the concept and scope are examined within well-defined operational, regulatory, and risk environments. The potential requirements

and safety controls for managing functional safety are also identified.
Product

Application

= Identify the relevant legislation, regulstions, standards, and codes of
practice

» |dentify the equipment under control and its intended use and limits
of operation

= Identify the potential operating environments
= |dentify the communication requirements
= |dentify the OPS-specific rsk criteria

Provided from OPS to mine operatar:
= All product expectations {as outlined in the product column above)

Provided from mine operator to OPS:

= All application expectations (as outhned in the application column above)

Table 3. Planning

= |dentify the relevant legislation, regulations, standards, and codes of
practice

* Clearly define the concept of operations

*» Clearly define the operational parameters

= |dentify the actual operating emaronment

* |dentify the existing or planned communications infrastructure
= Engage with the relevant regulators

= |dentify the operation-specific nsk criteria

This stage involves developing the process for managing functional safety and assigning the responsibilities for implementing it. See Appendix C for

an example outline for a functional safety management plan.
Product

Application

* Document the process for how functional safety should be managed

* Set up the process for managing functional safety based on the
appropriate functional safety standard(s) where applicable and
adapted to the specific product

* Put certified quality management in place (e.g., certified to 1SO
quality management systems standard, SO 9001; 2015a)

Provided from OPS to mine operator:

« Set up the functional safety management plan based on the
appropriate functional safety standard(s) where applicable and
adapted to the specific application

* Determine clear roles and responsibilities for all parties throughout
the application lifecycle

» Documentation of the rationale for the selection and use of the methodology for managing functional safety

Provided from mine operator to OPS:
* The expected use conditions for the equipment

21



Table 4. Hazard Identification and Risk Assessment

Robust hazard identification and risk assessment activities are completed at this stage so that the available controls can be identified, and effective
decisions can be made about how to apply functional safety. During design, the OPS will typically complete the hazard identfication and risk
assessment for ther product based on industry-wide standards. The mine operator applying the product will then complete thei sk assessment
with support from the OPS to clanfy what risks are mitigated and to identify where they may need to put additional measures in place.

Product Application
» |dentdy all of the hazards associated with operating the productinits Use a faciltator and group of stakeholders with the appropriate
intended use cases, including foreseeable misuse expertise

» Assess the nsks associated with the hazards (use external sources  * Identify all hazards associated with operating the productis) in the
such as IS0 17757 for a st of hazards to consider and a st ofrisk context of the operational scenario, including foreseeable misuse
dentficaton toos o Assess th isks associated withthe hazards fuse exteral sources
* |dentiy the existing controls such as 130 17757 for a st of hazards to consider and a st of sk
« Use an appropriate methodology and the appropriate toos (e, IS0 dentiication tools)
12100 or IEC 31010) to sut the equipment and related systems * |dentify the existing and proposed controls
» Use an appropriate methodology and the appropriate tools (e.g., IS0
12100 or IEC 31010} to suit the equipment and related systems
Provided from OPS to mine operator:
* A list of hazards considered
* Participation in nsk assessment.
~ Communication of outcomes from OPS design nsk assessment
~ Participation in the mine operator risk assessment
» A description of the product functionality / use cases and the primary risk controls of the equipment / safety manual
Provided from mine operator to OPS:
* A list of the hazards from the operation to consider
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Other nisk controls—safety-related controls that need to be handled outside of, but in paraliel with, the functional safety kfecycle—also need to be
considered. For example, these controls may include physical changes such as road wadth, access control, and signage that are needed to safely
machines.

sccommodate autonomous
Action Related lifecycle stage
|dentrfed Hazard identification and nisk assessment (Table 4)
Specified Control identification, specification, and requirements (Table 6)
Managed (in paraliel) Design and possible design modifications (Table 7)
Validation (Table 8)

Table 6. Control Identification, Specification, and Requirements

At this stage, mmmmmwmnmmmﬁwmmmmummmwnmm

or in any design modifications

Product

* Define the safety function and the required safe state

* Evaluate the performance and risk reduction requirements
* Speciy the safety requirements at the product level

Provided from OPS to mine operator:

Application

= For existing {ie., off-the-shelf) systems:
~ Conduct workshops with the OPS to understand the outcomes of
the risk assessment and functional safety analysis to use as an
input for the mine operator's risk assessment and procedures to
enable safe operation of the system
* For systems being modified extensively or a custom system that is
being developed:

- Conduct workshop(s) to define safety function performance and nsk
reduction requirements with input from product domain experts
~ Define the application-specific functional safety requrements, as
identified in the layer of protection analysis (LOPA) or equivalent

evaluation

« Specify the safety requirements at the application level
= Verify that the product performance meets the application targets

* Documented safety functions, including any safety-critical mformation, safety-related parts. and risk reduction requrements. These may be

defined as integrity levels / pedformance levels f applicable.
Provided from mine operator to OPS:

* A revised safety requrements specification if modifications are made or the design is done in collaboration with the OPS
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7. Design / Possible Design Modifications

Amnmw the product s designed to meet the performance and nisk reduction requeements and the functional safety requirements
specification. Those applying the solution should verify the product and identify any possible design modifications.

Product (design) Application (possible design modifications)

* Design the product in accordance with the performance and risk- « Venfy that the product performance meets the performance
reduction requirements identified in the control identification, requirements identified in the control identification, specification, and
specification, and requrements stage (Table 6) requirements stage (Table 6)

 Verify the design for safety * |f required, apply any additional controls

« I the required application safety requirements specification « Design the other risk controls identified in risk assessments in

performance target cannot be met, then provide the documentation previous stages [e.g., road layout, access control)
1o demonstrate that all reasonably practicable steps have been
taken, any imitations are clearly identified, and the actual
performance that can be achieved
Provided from OPS to mine operator:
* A ksting of the safety functions of the autonomous system and what is required to mamntain their integnity over the lifecycle of the machine /
system
Provided from mine operator to OPS:
* A revised functional safety requirements specification

Table 8. Installation and Commissioning

Thes stage mvolves preparing the autonomous system to be put into service safely, including implementing installation and test plans.

Product Application

= Develop clear instructions for on-site installation and commissioning * Implement the installation plan for the overall system where

» Generate the installation and configuration records applicable ‘ , .

» Implement the installation and test plan for safety functions = Generate the installation and configuration records

« Run acceptance testing” = Test the overall system, including the integration of sub-systems an
ensuring a record is captured

Provided from OPS to mine operator:

* |nstallation and site acceptance test plan® for review

= Configuration checklist

= As-built and commissioning records

Provided from mine operator to OPS:

* Feedback on any dewiations from installation and test plan or failures

= Configuration records where appropriate (e.g.. communications network performance meets specified requirements)

*Types of accoptance tests: Factory acceptance test: An evalualion of the aquipmant complitad by the vendar bifore instalistion fo idantify wither or nof i is
operating as specdied. It 5 the final step of the manufactuning process. Site acceplance test: A jomt activly batwoen the vendar, inegrator, and ming gperator ko

ifantify whether or not the squipmant is aperating as specified and if the site is prepared for installation and commissioning. It is signed off by the integrator. Liser
scceplance lest: The testing completed by tha ming operator 1o antify whathar or nol the system warks fov tham and meets the busingss infant.
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At this stage, procedures are completed to validate that the autonomous system has undergone all relevant assessments and meets all
requrements. The product validation and application validation wall not happen at the same time unless the OPS and mine operator are developing a
custom solution.

Product Application

* Clearly demonstrate that the product safety requirements have been  * Confirm that the overall mtegrated system applcation validation is
fulfilled as defined in the product safety requirements specification camied out at the mine site, working in conjunction with the OPS

* Confirm that all verifications and functional safety assessments have Clearly demonstrate that the application safety requirements have

been completed as requred been met as defined in the application safety requirements
* Document the residual risks after verification specificaton
* Confirm that all additional controls required to meet risk reduction
factors have been implemented
* Confirm that the scope of validation covers the fully integrated
system
¢ Confirm that all required verffications and functional safety
assessments have been completed
Provided from OPS to mine operator:
* Ewdence that the product safety requirements have been met
Prowided from mine operator to OPS:

« if the OPS agrees to validate a third-party modfication or interface, then any required mformation that the OPS needs to evaluate the impact of
the moddication

Table 10. Operational Readiness

Assessing operational readiness is essential before the autonomous system can be safely operated. It is pnmarily an application process, but t
uses nput from product development (see also ISO 17757:2019),

Product Application
= Provide the relevant support documentation and input (see listbelow  » Confirm that configuration management processes related to
of what the OPS provides to the mine operator) functional safety are in place
* |dentify and procure the safety-critical spares

* Confirm that preventive maintenance plans and strategies are m
place (e.g., proof testing, inspections, end of ife replacement]

Developastmtegyswhasbypaswuovummm
impaired safety functions

* Develop strategies for performance maonitoring diagnostics
* Recruit and train staff and assess their competencies

* Develop and modify the standard operating procedures

Provided from OPS to mine operator:
* Test procedures

« Safety manuals, operating procedures, maintenance instructions, and other information required for operating and maintaining safety functions

* Performance monitoring diagnostics and training

Provided from mine operator to OPS:
* Confymation that the functional safety-related requirements and specifications from the OPS have been met and are ready to go lve
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Table 11. Operation and Maintenance

Continuous functional safety management and maintenance are essential once the autonomous system is in operation; it is part of applying the
solution, but it also requires support from the product side.

Product (support) Application (operation and maintenance)
» Manage cbsolescence * Manage safety-critical spares
* Provide fault nvestigation support and support continuous * |mplement a strategy such as bypassing or ovemiding to manage
improvement (see change management, Table 12) impaired safety functions
= Manage incident alerts and advice * Maintain a configuration management system for functional safety
* Provide training updates * Confirm that there is ongoing use of perfarmance monitoring
diagnostics
* Maintain staff competencies

* Verify all controls, including procedures and other risk reduction
measures, on an ongoing basis

* Revalidate the operational risk assessments penodically

* Confirm that there is an appropriate investigation methodology
{e.g.. incident cause analysis method) in place with competent
independent facilitators
Provided from OPS to mine operator:
* The documentation relevant to the support items isted under the product column
Provided from mine operator to OPS:

* Feedback on performance, incidents, and failures

Table 12. Change Management

Change management is a key consideration throughout the lifecycle to make sure that every change that is made allows for the same leved of
functional safety. Every time changes are made to a product or application, the stages from planning onward may need to be revisited to consider
the adjustments. If the mine operator is modifying or developing a system independently from the OPS, some of the expectations under the product
column may need to be met on the application side.

Product Application

* Confirm that the change management process® covers the *» Confirm that the change management process covers the evaluation
evaluation of functional safety, including impact analysis of functional safety, including impact analysis

= Confirm that any changes made to the product that affect safety * Establish a mechanism to communicate product changes to the OPS
functions are communicated to all product owners. and the and engage with them
communications are documented = Apply functional safety change management processes to anything

= Reasonably support product owner in the change management that affects the risk profile (e-g., a new use case, environmental
PIOCESS changes, new initiating events, or changes to existing events)

*» Confirm that the change management process defines the
appropriate review and approval authorities

Provided from OPS to mine operator:
= An explanation of any changes that are made to the product that affect its safety functions

Provided from mine operator to OPS:
= The identification of opportunities for improverment with details for assessment

* Furthar detail on change managanmant cav ba found in the GMG (2015 Guidelng for the implementation of Autanomous Systems in Mining.
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9. ANANTY=H, ENAAHOEYZH KAI ENIKYPQZH AOT1ZMIKOY

To Aoyiopikd avTdvou®Y GLGTNUATOV EKTEAEL GUYVA Asttovpyieg acpareioc. H mapovoa
EVOTNTA TEPTYPAPEL YEVIKECG EKTIUNOCELG GYETIKA LE TNV OVATTUEN AOYIGUIKOD GTO TAOIG1O0
TOV KOUKAOL (NG NG AEITOLPYIKNG OCQAAELNG TTOV TEPLYPAPETOL otV evotnTa 8.
Emwcevipdvetor ot ovuPotikés  peboddovg  aviamtuéng  AOYISHIKOD KOl GTO

VIETEPUIVIOTIKO GUGTLLOTAL.

Ol amoutioelg Yo TIG OPYITEKTOVIKEG AOYIOUIKOD T®MV  OUTOVOU®V GCLGTNUATOV

TOWIAAOVY avALOya LE TN GYEOTN LETOED TOV GTOLXELMV EAEYYOL KOl TPOCTUGIOC.

Evd ot apyitektovikég cuotnudtomv mov £xovv oyedlootel pe Eexmplotd ototyeia EAEYYOV
KOl TTIPOGTAGIOG EMTPENOVY GTIG OMOUTIGELS AEITOVPYIKNG ACPAAELNG VO ETIKEVIP®OOVV
0T0 GUOTNUO TPOGTAGiag, avtd dev givarl mhvta OLVVATO M TPAKTIKO OTIG EPAPUOYES
KIVITOV pnyavav. Avtdg o Gopng Sto®pIGHOc TOV GTOLYEIDV EAEYYOV KOl TPOGTAGIOG
elval epiktog €dv avtol mov oyedidlovv 1N Aettovpyios TPOOTOGING TNG OGPAAELNG
UTopovV va TV Kabopicovy kat va TV VAOTOMGoLV Ywpig va Exovv Kapio mAnpogopio
vyt Agrtovpyia g Asttovpyiog eAéyyov (BAéne mapddstypo A). Avti M TpocEyyion
NG AEITOVPYIKNG OOQAAELNG E€lvol YOPOKTNPIOTIKY Yoo TG otafepés unyovéc oe

TEPPAAALOVTO EPYOCGTACIAKOD OVTOUATICUOD.

Edv n yvdon g xatdotaong g Asttovpylag eAEYXoL 1 Tov Tt KAvel gival amapaitntn
Yo T SlTNPNoN TNG ACPAAElNSG, €ivorl mTOAD mo O0VokoAo va moapoyBel o oamAn,
aveEdptnn Aewtovpyion mpootaciag (PA. IMapdderypo B). Xe tétolec meputtdoelg,
ocuviotdtolr va omnpiletol TEPIOCOTEPO GTNV OKEPALOTNTA TNG AElTovpyiag eAEyyov,
®o1dG0, Yo To avTOVOUN GLoTHUATO, eEakolovBel va vdpyel aloonueim e&dptnon

amd GAAG SLOTKNTIKA KoL Un HETPO, LETPLAGILOD TOV GLGTHHATOS EAEYYOV.

Hopaderypo A: Kotdotaon 0mov To 6ToL)cio TPOSTAGIOS KOL EAEYYOV

PTOPOvYV va givar YOPLoTA

‘Eva vdyelo ocvompa auTopaTiopoh QOpT®mONS, UETOPOPAS, amoppyne (oniadn Tto

otoyelo eAéyyov) Saywpiletor and Vv avOpdmivn oAAnAenidpacr pe €va GUGTNLO
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eréyyov  @payuold (niadn 10 otoxeio mpootaciag). Edv to ovotmua  @poypod
nopofroctel, To unydvnuo petafaivel oe P ao@aAn Kotdotoon, 1 omoia amoutel TV
TAPNOYN MG OULYKEKPUWEVNG Odkaciog ywo TV emavévapén ToOvV  ovTOVOU®V
Aertovpyumv. Avtd Aegttovpyel nEdN oL AVOPOTOL, 01 UNYOVEG KOl TO OYLOTO UITOpOvV

VoL 1o OPIGTOVY OO TNV AUTOVOUT HIYOVT.

Hopaderypo B: Koatdotaon oOmov givon omapaitnt) n yvoon g

KOTAGTOGNS TNG AELTOVPYIOG EAEYYOV

Otav 10 cvotquato eAEyyov punyovav (m.y. cvotnua devbuvong, médnong, TpodmoNg)
YPNOOTOOVVTOL MG HEPOG €VOG GLTOVOHOV GLGTNHOTOS UNXAVAOV YOp® omd GAAEG
Unyovég Kol oynuate pe avlpomovg PEco o€ AT, TO GLTOVOUO GUGTNUO TPETEL VO
yvopilel Tt KAvVEL 1| punyav, ToL TPENEL va Tyaivel Kot Tov Ppickoviot dALa mpdypoata,
oote va pmopet vo evepyel avaroya. Ot €lcodol 6€ WTA TO. GLGTHUATE UTOPOVV VO
TPOEPYOVTOL TOGO OO VIETEPUIVIOTIKEG OGO KOl OO UN VIETEPUIVIOTIKEG TTuyés. H
ac@arele eEaptdTor amd T GMOOTH AErtovpyidt TOV OVTOVOU®MY GUOTNUATOV Kol TOV
CLOTNUATOV pNYOVAV Kot omd GAlo pétpa petplacpod tov kwvdvvev. [lepiocdtepeg
TANPOPOPIES CYETIKA LE TIG U VIETEPUIVIOTIKEG TTVYEG Umopeite va Ppeite ot Agvkn
Bipio kot tig KatgvBuvtnpieg Apyés v t Agrtovpyikry Acpdieia tov Mnyovnudtov
Mertaxkivnong I'mg (2020) tov CMEIG, EMESRT xot ICMM.

O xoKhog Long g avanTuéENG AOYIGHKOD TEPIAAUPAVETOL GE €val UIKPO TUNUO. TOV
KOKAov NG TG AETOVPYIKNG ACPUAELNS TOV TPocdlopileTan 61O evoTnTA 8 KOl GTO
oyNuo 2, Kol cvykekpiuévo otov kukAo (ong tov mpoiovtog. O kvkhog Cmng Tov
AOYIGUKOV EVIAGGETAL KLPIMG GTO GTALN TOV GYESUGLOV/TOV TOAVAOV TPOTOTOMNCEDY
TOV GYESOGHOV (Tivakag 7) Kot TOL TPOGOIOPIGHOD TOV EAEYYOV, TWV TPOSIOYPAPDV KoL
tov anoutnoewv (mivakag 6). Opiopéva otoryeion TG EMKVPOONG TOV OTOLTICEDV

AOYIOUIKOV amoteAodV HéPog Tov oTadiov emkvpwong (Iivaxoag 9).
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To Zynua 3 deiyvel mdg 0 KOKAOG (NG TNG AEITOVPYIKNG OCPAAELNG EVIAGOETAL O £Vl
Baocwo odypoupo V-povtédov avamtuéng Aoyiopikov. Ta mpdtuomo. AEITOLPYIKNG
AGQPAUAELOG YPNOILOTOOVV TTAPOUOLN HOVTELD V Yoo TNV TEPLYPOPN TOL KLKAOL (mNG
avantuéng Aoyoptkov (m.y. ISO 13849-1:2015, Zynua 6 ko IEC 61508-3:2010, Zynquo
6). Avtoc o xOKhog Cone avtiotorel KoAd pe tov kKOKAO (NG TS AELTOLPYIKNG
OCQAAELNG TTOV TTEPLYPAPETAL GTNV EVOTNTA & KOt 1] GYECN UETOED TV dV0 KOKA®V (mNg

etvar n axolovn:

e H "mpodiaypapn anottnoemv ac@AAENG AOYIGHIKOV" amoTelel LEPOC TOL GTAOI0L
"TPOGOOPIGUAC, TPOOLAYPOPY| KOl amontioelg EAEyyov" Tov ITivaka 6.

e H "emwvpwon kot doxyn amodoyng" amoterel pépog tov ctadiov "emucvpmon"”
otov mivaka 9.

e To vrorowma Prpato tov Zynpotog 3 mepthappdvovtal 1o 61do10 "oyedacnods /

mBavég Tpomomomoelg oyedtaciov” tov Ilivaka 7.

Hopdaderypo A: Kotdotaon 6mov To 6Tolycio TPOSTAGIOS KOL EAEYYOV

RTOPOVV VO EIVAL YMPLOTA

‘Eva. vmoyelo cvomuo ovtopoatomoinong @optiov, LETAQOPAS, yopotepr] (OnAaodmn, to
otoyeio ehéyyov) duywpiletar amd v avOpdmivy aAANAETidpacT e €va GUOTNUA
eréyyov @payuol (OnAadn, to otoweio mpootaciag). Eav mapoPiactel 10 cvotnpa
QpayHov, To unyavnuo petafoivel e acQOAN KOTAGTAON, T Oomoio omortel o
OLYKEKPLUEVT S1OOKAGIO TOV TPEMEL VoL akoAovON Ol Yo TV emavekkivion aVTOVOL®Y
Aertovpyimv. Avtd Asrtovpyet enedr] ot AvOpwmol, uNyavEG Kot To. OYNUOTO UTOPOVV Vo

S ®PLETOHV OTd TNV ALTOVOUN UNYOVY.

Hopaderypa B: Koatdotaon omov eivor amoapoaitntn 1 yveOon g
KOTAGTOGG TNG AELTOVPYLOG ELEYYOV

Otav 1o cvotiuate gAéyyov pnyavov (m.y. cvotnua devbuveong, méonong, TpodmoNg)
YPNOOTOOVVTOL ®G UEPOG €VOG OVTOVOUOL GUOGTHUOTOS UNYOVAV YOP® omd GAAEG
UNYOVEG Kol OYNUATO e avOp®OTOVS HEGH GE OVTA, TO QLTOVOLO GUCTNUO TPETEL VO

yvopiler Tt givor n pnyovn Kavely, mwod mpémel vo. wnyaivel kol wod Ppiokovior GAAQ
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npdypato, dote vo pmopel vo evepyel avdroya. Ot €i6odol 6€ avTE TO. CLOTHHOTO
UTOPOVV VO TPOEPYOVTAL TOGO OO VIETEPUIVIOTIKES OGO KOL OO N VIETEPUIVIOTIKES
ntoyés. H acedieia eEaptdtot amd Tt 6mGTH AELTOVPYIO TOL AVTOVOUMV KOl UNYOAVIKOV
CLOTNUATOV KOl GAAOV PETPOV HETPLOCHOD TV KvoOvev. Tlepiocdtepeg mAnpopopieg
YU TIC UM VIETEPUIVIOTIKEG TTLYES umopovv va PpeBovv ot Aevkn BifAo kot Tig
KoatevBouvtnpieg apyég yio T AEITOVPYIKT AGPAAELD Y10 TIC YOUATOVPYIKEG EPYACIESG TMV
CMEIG, EMESRT ka1 ICMM. Machinery (2020).

! Functional safety lifecycle: Functional safety lifecyde:
i Control identification, specification, | Validation
H and requirements : (Table 9)

(Table €) VALIDATION

Software
safety
requirements
specification

Validation and
acceptance
testing

Component
design

-

Coding /
implementation

Functional safety lifecycle:
Design / possible design modifications

Figure 3. The Relationship between the Functional Safety Lifecycle and a Software Development V-Model Lifecycle Diagram

9.3 Avarmrtuén cupBOTIKWY OTOLXELWV GUOTAUATOG

YUVICTATOL VO OVOTTUGOETOL TO AOYIOUIKO pe PAom TIG OmOITNOES Amdd0oNS NG
Aertovpyiog aceaieiog yuoo €vaov cvyKekpluévo €deyyo kot AapPdavovtag vroym o
oxetikd@ mpodtvma (mwy. ISO 13849, IEC 61508, ISO 19014). Otav dnuooctevdei, 10
ISO/DIS 19014-4, Mnyaviupota kivnong yng - Aegtovpykny acediewn - Mépog 4:
Yxed10ouog Katl aEloAO0YN oY TOL AOYIGUIKOV KOt TG HETAO00MNG OEOOUEVMVY Yo TOL LEPN
TOL GLGTNUATOG EAEYYOVL OV oyetilovtal pe TV ac@diea, Ba eivor mBavotata to mo

oyetkd mpotvmo (https:// www.iso.org/standard/70718.html). Ot anartioelg endocEOY
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aceareiag mpocolopilovtal cuyxvd amd T Helwon TOv KIVOLVOVL TOV OOLTEITOL GTO
o100 "IIpocdiopiopds, Tpodiaypagn Kot omaltnoelg eAEyyov" Tov KOkAov (NG g

Aertovpykng acedretag (ITivaxag 6).

Mo moapdderypo, 1o mpotvmo ISO 13849-1:2015 meprapPdver avaivon tov Pobuov
e€apnong omd T1g Aertovpyieg aceareiag, kabopilovtag Tig amaITNoElS EMOOGEDV E TOV
kaBopiopd tov emmédwv emddcewv (PL). Ta PL emonuaivovtol pe a-g, pe to € vo
AVTITPOCMOTEVEL TNV VYNAOTEPT EEAPTNON QO TN AELTOLPYio. OGOV APOPE TNV ACPAAELL.
B\éne mposdptmua A yio €vo mopddsrypo TV TOOVOV dPACTNPOTHTOV OVATTUENG
Aoywopkov yioo to katovepnuévo PLs pe Paon to ISO 13849-12015. Opiopévor
TPOYPOUUOTIOTEG CGUOTNUATOV EVOEYETOL VO YPNOLUOTOIOVV TEXVIKEG/ HEBODOVE OTMG

OVTEG.

Ta AdOn mov yivovror kotd v avdmtuén Aoylopukod umopodv va pewbodv pe tov
TEPLOPICUO TNG XPNONG TNG YAMOGCOS TPOYPAUUATIGHOV. Mo emhoyn elvar m yprion
YAooomv meplopiopévns petafantomrtog (LVLS). TN mopddstypo, ta dtoypdppoto
AELTOVPYIKAOV PTAOK YPTGLLOTOLOVVTOL Y10l TV KATOGKEVT] TPOYPUUUATOV LE T GUVOEST
TPokafoPIGUEVAOV AEITOVPYIKAOV UTAOK, UEOVOVTAS £TGL T TEPODPOL Y100 COAALOTOL.
Otav ¥pNOOTOI00VTOL TO YEVIKEG YADGGES TPOYPOUUATIGHOV, &lvar ocvvnbec va
YPNOWOTOIEITOL VAL VTOGVVOAD YAMGGOS, TOL CNUAivEL OTL YPNOLLOTOOLVTAL UOVO
OPICUEVEG OO TIG TTLYEG OGS YAMGGOG 1 OTL YPNGLULOTOOVVTAL LE CLYKEKPLUEVO TPOTO.
o mopadetypo, n Motor Industry Software Reliability Association (MISRA) éxet

avamTuEEL KOTEVOVVTNPLES YPOUUES Y10l KOWVA YPTCULOTOLOVUEVES YAMDGOES:

- MISRA C, KatevBuvtipieg ypappés yio m xpnon g yAowoocag C og kpiowa
ovotnuata (2013), n omoia €yel TAEoV emkoupomomBel yio va avTipueTOmicel
TIG OVNoLYiEg OYETIKA pe TNV acpaieta (2016).

- MISRA C++: KatevBuviipieg ypoppés yio t ypnon tmg yAwooag C++ og
kpioya cvotipata (2008)

Avtd 0 VTOGHVOAN PN CLHOTOI0VVTAL TAEOV EVPEWG Kot vtooTnpilovtol amd epyareio.
Av ka1 to. vrooOvora dev opilovior Yoo OAEG TIG YAMGOEG KOL LITAPYOLV Kol OAAEG
TAPOAAAYES avTOV Tov opifovtor, 1 xpNon €vog LTOGLVOAOVL Tov emPAALETOL 0T
epyoreia etvor KOA TPOKTIKY).
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10. AIAXEIPIZH IKANOTHTQN

Ooo1 dayepilovrar T AETOVPYIKN ACPAAELN OVOUEVETOL VO EIVOL ETAPKDG 1KOVOT OGOV
aQopd TIG YVMOOELS, TIC 0eEIOTNTEG, TNV EUmEPia Kol TN cvumeplpopd Toug. H mapodoa
evotta mopéyel kabodnynon Yoo TG €EOPUKTIKEG EMYEPNOEL OYETIKA HE TNV

a&lohdynon g Kavotntag. Ot mbavég amotoelg enapkelag teptlapuPavouy ta eENG:

- IIpoGd10ptodC TV GYETIKOV pAGEMY TOL KOKAOV {®MNG TNG ACPAAELNS

- TIpocdiopiopdg Tmv KaBNKOVI®OV oL TPENEL VO EKTEAEGTOVV OTIG PAGELS OVTEG

- Opopog kprmpiov wovotntog yo kabe epyacio

- AvdBeon 1ov Kadnkdvtov e poAOLG

- AvdBeon tov poOA®V G TUNUATO 1] ATOLLO.

- Avantoén kot ektédeon oyediov a&loAdyNnong

- IIpoypoppaticpog Kot TpoANTTiky Stoyeipton TV Kevav

- AcCoyoyn meplodikav o&loAoyncewv yuo vo emieforwbel 0tL ot kavdTTEg
TOPOAUEVOVY EYKVPEG

- Awyeipion TV IKOVOTHTOV TOV VEOEIGEPYOUEVAOV

- Ileprodwm enaveéétoon tov kabnkdviov kol Tov kpttnpiov yo vo erPeforndel

OTL TAPAUEVOLV ETTTKOPOL

H xaBodnynon yio v emttoyn epappoyn evog oxediov dlayeipiong IKavoTHTOV GE Lo

emyelpnon mepriapfavet ta eEng Prpota

- Avomtoéte To KPUITNPLOL IKOVOTATOV (OGTE VO TEPIAAUPAVOLV ATOLTACELS TTOL
ATOOEIKVOOVV YVAOGELS, 0eE10TNTEG, eumelpia Kol cvumepupopéc. H amddeicn avtn
Ba mpémel va vrepPaivel To pOOMUATO KATAPTIONG KOt TIG TIGTOTOW|GELS, Ol OTTOTES
dev gtvot TAvTo OAOKANPOUEVES.

- XpNOOTOUOTE GOUPT| YADGGH GTO TANICLO TOV KPITNPIOV IKAVOTHTOV.

- Avtiotoyyiote TO0 €mimMEd0 AEMTOUEPEING KOL OLOTNPOTNTOS TOV  KPLTHPiov
KOVOTNTOV UE TO EMIMESO EMOOCEMV OCPOAEING OV OmouTel TO TPOIOV N M
EPAPLLOYT KoL TO SVVALIKO TNG VO TpokaAETEL PAAPT.

- E&etdote g va a&loAoynoete T yvadon topén PAcEL TOV KPLTnpimv EXAPKELNG.
IMa mopdderypo, evd pmopetl va givor KaAd vo VITAPYEL VG EUTEIPOYVOLOVOS
AELITOVPYIKNG OAGPAAELNG EML TOV GKAPOVG, N EUTEIPOYVOUOCVVY TOVG TPEMEL VO
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CUUTANPAOVETOL OO TN YVAOON TOV €E0PLKTIKOV EPYUCLOV KOl TWV OVTOVOUW®V
GUGTNUATOV.

- Evoopdtoon kpumplov wovotntag o€ vaipyovto cvotnuoto. Opiopéveg
etapeieg d1éTovy éva mAOIG10 1} GUGTNUA IKOVOTNTOGS (). dlayeiplor KvdHvmv
Yo TV VYELD Kot TV AGQAAELD [LE TNV EPYOACIN GE TEPLOPICUEVO YDPO).

- Xvvepyaocia pe OPS yia Ponbewa pe emionun exmaidevor, mpocopoiwon
KOTAPTIONG, KOWES OEWOAOYNCELS Katd TNV epyacio kot mopdadoon, &dv Oev
VILAPYEL ETOPKNG IKAVOTNTO GTO TAOIGLO TNG EMLYEIPNONG.

- Emupéyte ot dadikacio avantuéng kpttnpiov vo omokoAOYeL KEVA IKOVOTHTMOV.
Ta xevd wavomtog HmopodV GTN GULVEYEW VO OVIYETOTIGTOVV UECH
OTPATNYIKOV OGS 1 GLVEPYACIN LETOED TOV UEAMV TNG OUAdNS TOL TANPOLV

GLALOYIKA TIG OTALTHOELS IKOVOTNTOG Yol pict OedopévT epyacia.

H cuvictopevn Bloypagpio mov eEetdlel AenTOUEPDS TN SLEIPIOT] TOV IKOVOTITMOV

AELITOVPYIKNG ACPAAELNG TEPIAAUPAVEL:

e Ivotitovto Mnyavikng xor Teyvoloyiag (2016), Kpurpia wkoavomntog yuo
O0OKOVUEVOLS GLUGTNUAT®VY TOL GYETILOVTAL LE TNV ACPAAELN
e H Exteleotwkn Apyn Yyelog kot Acodieiag tov Hvopévou Baotrieiov (2006,

2007), Aayeipion KavoTHTOV Y10t GUGTHLOTO TOV GYETILOVTOL PE TNV ACPAAELD
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11. KYBEPNOAZOAAEIA

H xvBepvoacediela etvarl éva avadvopevo {fTnUo oV HITOpel Vo ETNPECCEL GNUOVTIKA
TIG AELTOVPYIEG AGPAAELNG TV OLTOVOL®OV GCLGTNUATOV Kol, O €K TOVTOV, O Tpémel va
Aoppavetar veoyn ko' 6An 1t ddpkeld Tov kKOKAOL (NG Ttovg. Emedn ta avtdvopa
ocvotipata Poacilovtal e peyddo Pabpd oto Aoyiopikd, ot amellég mov ennpedlovv
Aertovpyio TOV a1loONTHPOV, TO GYESOGUO TOV AOYIGUIKOD, TN 010 AELTOVPYIKOTNTO TOV
OLOTAUOTOG KOU TNV OAANAERIOpacn avOpdOTOL-pUNYOVIS €(ovV TN OLVATOTNTA VO
EMNPEACOLV T AEITOLPYIKN aAoPAAELR. YTTAPYOLV €MioNG ONENEG KUPEPVOUGPALELNG TOV

OTOXEVOVV E101KA TOL GLGTNLATO, AGPUAELOS.

Ta pétpa xvPepvoacpdreiag Oa mpémet vo SotnpovV TN AEITOLPYIKOTNTA OGPAAELNG TOV
aVTOVOHOL cLoTNHOTOC. To cvotnua Ba Tpémetl va eival GYESIGUEVO DGTE VA EVEPYEL Y1a
M JWTHPNoN TNG OCPAAENG MG VYIGTNG TPOTEPOULOTNTAS €0V TOL OTOCTEAALOVTOL
punvopato wov Ba pmopovoay va. 0dNYNGovy e Un ac@air Asttovpyio. H acedieia tov
dlemapav eAéyyov Ba mpénel va e€etdleton Kot va droyelpiletarl g HEPOS TG d1adKaGTog
drayeiptong KivdhHvouv AEITOVPYIKNG ac@dAelag kot Oa TPEMEL VO KOADTTEL TIC OTOLTIGELS
CUUUOPPM®ONG, TMIOTOTOINGCNG KoL  HETPLOCUOD  TOV  KWWOUVOL  oKoAoLOMVTAG TN
peBodoroyio. "oto HETPO TOL E€VAOYMG €PIKTOV". ZuVIoTATOL 1 OlEVEPYEWD EKTIUNGONG
KIVOUVOL GYETIKA UE TIG AMELEG KUPEPVOUCPAAELNS LE TN YPTON TANPOPOPIOV OO TO

HOVTELO OmEBV 0TOHVOp®V cvotnudtey MM-ISAC (http://www.mmisac.org/).

H cuvictdpevn Biproypapio yio v ac@dieio otov KuBepvoympo meptiapufavet:

IEC TR 63069:2019 Métpnon, éleyyos kair avtouatomoinon Prounyovikns ol0oikociog -
INaioio yo Acitovpyikn oaopdleio kor aopdleio (Aebvng Hiextpoteyvikny Emrpony,
2019a)

IEC TR 63074:2019 Aogpdicio unyovhuotwv - Iltoyés aocpoleiog oyetikd pe
AEITOVPYIKI AOPAAELD TV CVOTHUATWV EAEYYOV TOV ayetiloviar ue TV aopadleio, (AebBvig

HAextpoteyvun Emitponn, 2019d)

ISA TR 84.00.09_2017 Kvpepvoaopdleio oe oyéon ue tov kdkAo (NG TS AEITOVPYIKNG
aopaleiog (Aebvig Etapeia Avtopatiopov, 2017)
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http://www.mmisac.org/

AvoAvTikdTEPES 00MYiEG YO TNV ACPAAEL GTOV KVPepvoydpo Ba avarTuyBovv Hécm Tov
épyov GMG System Safety for Autonomous Mining kot ¢ ouddog epyaciag GMG-
MMISAC Cybersecurity.
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12. TEKMHPIQZH AIAZQAAIZHZ

O opopéag ekuetdirevong tov opvyeiov kot o OPS Ba mpémer va cuvepyalovron
OYETIKGL LE TNV TEKUNPIOOT KoL TNV 0VAAVLOT OCPAAIOTC TOV €lvail KATAAANAES Yo TO

ocvotnpa. Ot emhoyég Tov TPEneL va, eEETAGTOVY TEPIAAUPAvoLV:

o Jlopamoumég oe 1N OCLOUUOPE®ON HE TO  OYETIKA Oiebvr)  mpodTLTAL,
CLUTEPIAOUPAVOUEVDV, KOTE TEPITTMON, TOV TPOTHTWOV AEITOVPYIKNG AGPAAELNG

e Amoteléopata TG avIAVoN S KIVOOVMVY KOl ETKIVOLVOTITOG

e 'Evog KatdAoyoc TV AETOVPYIDOV OGPAAEING, TEPLYPOPY] TNG AETOVPYIKOTNTAS
TOVG KOl TOV ACPUADYV KATAGTAGEDV AEITOVPYIOG

e Ot meplopiopol ToL GLGTILATOG 1) 0L GTOYOL AGPAAELNG TTOL givorl amapaitnTot Yo
TNV AGPOAN AEITOVPYIO TOV GLGTNUATOS GTOV TOTO EYKATACTAONG

e 'Exfeon emwdpwong 01t 6Aeg ot Asrtovpyieg ac@aleiog Aeltovpyovv KaTd T
duapketa g Béomg oe Aertovpyia emi TOTOL (OTOL ALTO Elvar EPIKTO)

e Edv ot Asrtovpyieg aceodreiog dev givar duvatdv vo dokactobv ent TtOmMOV,
OTOJEIKTIKA OTOLYELN EMKVPOONG TOV €V AGY® AELITOVPYLOV AGPOAELOG

e Amoteléopata oTUOOOVS AVAALGNG, Y10 TOPAOELYLO. OVOAVOT) TPOT®V AGTOYI0G
kot emdpdoewv (FMEA), avdivon dévipov ceoarpdtov (FTA) kot Beopntikn
avdAivon depyasidv cuotnudtov (STPA).

e Emokommon g dodkasiog avantuéEng AOYIGUIKOD oL UTopEl va YpNCIUOTOLET

pedddovg dmwg avtég Tov ISO 19014, Tov ISO 13849 1 tov IEC 61508.

INUEDOTE OTL OPICUEVA EYYPAPO EVOEYETOL VAL LNV UTOPOVYV VO SOUOPAGTOVV AOY®
TOV OTOLTIOEMV TPOGTAGING TNG MVELHOTIKNG Wwoktnoiag ywoo to OPS. Xe tétoteg
nepumtcel, to OPS kou o @opéag expetdiievone tov opvyeiov Ba mpémer va
CUUP®VICOLV GE £VOV KOTAAANAO UNYOVIGUO Yo TV Tapoyn €mopkovg dwafefaimong

YL TNV AGPAAELD TOV TPOIOVTOG GTOV POPEN EKUETAAAELGNG TOV OPLYEIOL.

Mmnopei emiong va eivon ypriowo yw 1o OPS va mapéyer o vymAod emmédov
EMOKOTNON NG dwyeipiong Tov kKvkAov (Mg twv mpoidvtwv tov OPS otov popéa

EKUETAAAELGNG TOV OPLYEIOL.
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13. MH NTETEPMINIZTIKA 2Y2THMATA

2y mapovoa Katdotaon, 1 eEopukTikn Brounyavia eivar cuvnBiouévn oe cuoTHuaTo
oL €ivol Kupiwg VIETEPUIVIOTIKE, ONAOON OVTATOKPIVOVTOL GE YVOOTEG KOl KOTOVOTTEG
KOTOOTACEL, TPOMOVS aotoyiog kot ocuvOnkes. Me Bdon Tic tpéyovoesg Tdoels otnv
e€EMEN g eEO6puéne kol dAlmv PBounyoviov, sivor mbavd vo ETKPATAHGOVLY un|
VIETEPUIVIOTIKO CLOTAUATO KOl TTUYXEG TOV ocvotnudtov. 'Eva un vieteppivietiko
ocvoTnUo €ivar éva cVLGTNUOL OOV Ol OMOPAGELS TPOEPYOVIOL OO TOAVTAOKOVG
alyopiBuovg aoOnmpov kot emefepyaciog /Kot mEPIAAUPAVOLY pnyoviKn pabnomn.

[Mopadeiypoto un VIETEPUIVIGTIKMOY GUCTNUATOV TEPIAAUPAVOLV:

e Xvotiuote ovtiinyng (CUUTEPIAAUPOVOUEVOV TOV GLGTNUATOV OTOPVLYNG
GLYKPOLGTG)

o Teyvoroyio GPS (cvuneptlapfavopévav Tmv yeoppasewmy)

e ZVOTNUHOTA GYEIOCLOV SOPOUNGS LLE PACT) TNV TEXVTTH VONLOGUVN

Ta vewotdueva mpdtoma meprrappdvovy v omddoon emmédmv onddoong 1
AKEPALOTNTOG KOl UTOPOVV VO EPAPLOGTOVV TTO AUECOH GE VIETEPUIVICTIKO GUGTNLATA.
Enedn 1o pn vieteppiviotikd ovotiuoto ovidpobv o€ cuvvOnkeg pe Paon v
mOovOTNTO, O1 AVTIOPAGELS AVTEG OEV UTOPOVV VO TOGOTIKOTOM OOV LE TN YP1oN QVTOV
v nefddmv. H Agvkn Biflog kot o1 katevBuvtnpleg apyES Yo T AEITOVPYIKT 0CQAAELDL
TOV  Yopotovpykav unyoavnudtov (2020) tov CMEIG, EMESRT xou ICMM
TPOGPEPOLY OPICUEVES 00MYieg LYNAOD emmEdOL OYeTIKO pe TNV KotevOvuvon g

e€0pLKTIKNG Prounyaviag 6oV apopd ta Un vietepuiviotikd cuotuata. [eptypdpovv:

e Mo wpocopiviy TPocéyyion péyPL va vdpovv véa tpotoma: Mo aloddynon
pe Paon tov Kivouvo mov cLVOLALEL TOPASOCIUKES KOl EEEAMCGOUEVES TEVIKES
dwayeipiong Kvovvov, o 1oyvpn dadIKAGTo OVATTUENS, VO EKTETOUEVO TAOUGLO
oKDV KOl EMKLPMONG TOL GCLOTNUOTOS KoL Mo 1oYVPY] OECUELON KOt
ovvepyocio HETOED TV OYETK®V evdlopepopévov pepav. ("Tlpotewvopevn
TPOCEYYIoN Yo TNV aEOAOYNON GUGTNUATOV LE WU VIETEPUIVIOTIKES TTLYES",
CMEIG, EMESRT kot ICMM, 2020).

e H mpocéyyion otnv avtoxkwvinrofropnyavia: ISO/PAS 21448:2019 Odwa
oyfquata - Ac@dieln g TPOPAETOUEVNG AEtTOVPYIKOTNTOG TPOoOpileTon va
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epopuootel Yoo TV  aEWOAOYNON TOV PN VIETEPUIVIOTIKOV TTVYOV TOV
CLOTNUATOV TOL GYETILOVTOL LE TNV ACPAAELD PECH "EKTETAUEVTG ETKVPMOONC G
po  oepd  mepummtooewv  ypnong/kotaypnong”.  ("Ilpocéyyion  dAAwv
Brounyoviov", CMEIG, EMESRT kot ICMM, 2020).

o  YyeTIKEG EPYOOIES TLVAOTOINGNG Y10 YOUATOVPYIKE pnyavipote: H emitpomn
ISO/TC 127 ywo to y@UATOVPYIKE UnyovioTo SlEEAYEL KATOEG EpYACies Yo TNV
OVTILETOMION 1TNG ONUEPWVNG EAAEyYNG Tumomoinong otov  Touéa  avto,
CLUTEPIAOUPAVOUEVIG TNG TPOGOPUOYNG TNG TPOCEYYIONG TNG OCOAAELNS TNG
npoPAremopevng  AsttovpylkdTTOG  OTNV  awToKvntoflopmyovio  ywo  To
XOHOTOVPYIKA oynuoTa (ISO/TC 127/SC2 WG 24;
https://www.iso.org/committee/52180.html).

14. MEAAONTIKEZ EPTAZIEZ

Emedn n Aertovpyik] ac@OAE TOV OVTOVOU®OV GLGTNUATOV ota opuyeio eivor éva
tayéwg egehMocduevo Bépa, 1 mTopovoa KOTELOLVTHPLO YPOUUN OVOUEVETOL ETIONG VO
eEelooetal kat vo TpochEtel kabe KOTAAANAN AETTOUEPELD LE TV TTAPOSO TOV YPOVOUL,
®ote va gubuypappileTor pe To VR KOt ETIKOIPOTOMUEVE TPOTLTO Kot Vo AapPavet
VoYM TIG avadvopeveg €vvoleg Kot texvoAoykég eEeitels. 'Eva Eeympiotd €pyo g
GMG yw Vv acpdieln cvotudtov Ppioketor eniong oe e£EMEN Kot Oa GLUTANPOGEL
v mopovoa  kotevBuvtipua ypauun eEetalovrog moapakeipeva Oépato OTOG M
nepinTOoN ac@AAElng Kot 1 dwxeipon Kwobvvev, ot avOpdmTvol ToPAyovTeS, M

OAOKANP®OGT KO 1] ETAANBELGN KOl EMKHPOOT).
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MPOZAPTHMA A: AEITOYPTIKH AX®AAEIA XTH ZYNOAIKH AIAXEIPIZH THZ
AZOAAEIAZ

H ovvoliky acediein Pociletor o€ otoyeic €vOG OCLOTAUOTOG OCEOAEING Vol

oyedralovtol Kot va, Aettovpyodv pe acedieto. H Asttovpyikn acediela gival pépog Tov

EVPVTEPOV TANLGIOV TNG GVVOMKNG ACPAAELNG, TO OTOI0 amoTeAEiTON ad To aKOAOVO

emineda:

Ot KowmviKég mpocsdokiec Yoo TNV ac@Aaieln. Avtd mov Oewmpeitor aGPAAEG
amo@aciletal amd KOWOVIKG KOOOPIOCUEVEG TEPTYPAPES Y10, TOVS KIVODVOLS TTOL
Bewpovvtal avektol o Gyéom He To 0PEAN amd TN Agttovpyio £vOG GLGTILATOG.
AvTég 01 KowmVikég mpoodokieg ekgpalovtal pécm G vopobecsiog Kot Tov
KooV dkaiov.

Ta ovotjuata dwyeipong ¢ acedielag tifevior o€ €poppoyn 7y vo
emPefardoovv 0Tt £va GVOTNUO AEITOVPYEL LE AGPAAELD. AVTA TEPIAAUPAVOLY TN
Jdwxelpton KwdOHvev, £€KTOKTNG Ovaykns kot oAioyodv kot v kadiépmon
KOVATOUPOS 0GOAAELOG.

H oaocediela ocvotiuatog emiPefordvel 6Tt 0 GUVOAKOS OYeOIOGUOC €VOC
cvotipartog eivar aceains. H Asttovpykn acedieia amotelel pépog ovtov TOL
EMIEOV Ko avapépeTan o€ "éva cOoTN 1 EE0TMSUO TTOL AEITOVPYEL GOOTA MG

amdvTnon oTic £16660v¢ Tov" (TNyN: Www.iec.ch).

To oynua Al amewovilel opiopéva mapoadeiypata yio to Tt uropet vo eivor og KaOe

OTPMOUOL.
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Figure A1. Layers of Overall Safety (Provided by a GMG Contributor)
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MAPAPTHMA B: NEPIAHWH MPOTYMNQN

Ot akdAovBeg meprypagés ovvoyilovy 10 TEPEXOUEVO Kol TO TEDI0 EQOPUOYNG TV
Bacwmv kot un Pacik®v TpoTOTOV Tov oyeTIlovTol HE TN AETOVPYIKN aoc@daAela. Ta
Bacikd mpdTuma aPopohV SAPOPES TTVYES TNG EQPUPLOYNG TNG AELTOVPYIKNG OCPAAELOG
oe avtovopo ocvotnuate €£0pvéng. Ta pn Pacwd mpodTLIO dev aPOPOHV EBIKA TN
AELTOVPYIKY] AGPAAELD Y10, ALTOVOLLOL GUOCTHLOTO GTO OPLYELR, OALA ElvOl OYETIKA IE TIC
SladIKaGIEC Kot TI dpacTNPLOTNTEG TOL TO. TEPPAAALOLY 1] TaPEXOVY 0ONYies Yo GAAEG
Brounyaviec mov B pmopovoav va mpocaproctovy oto opvyeia. Eivar ta&ivounuéva

aplOuNTIKA.

[Tpetg mapamopnéc oe avtd ta TpdTLTTA Kol TANPELS aplBpol TpoTHnwV LVILEPYOLVV GTO
Evomra 15. Emonpaiveton 6t yio ta un Bacikd tpdtumta, tapatifevior Hovo ta yevika
TUNUOTO TOV TPOTOT®V TOL OMOTEAOVVTOL amd TOAAA péPM, €xtOg €dv opiletan

OLOUPOPETIKA.

ISO 12100 Ac@diero pnyovnpatov - I'evikéc apyés oyedlaopov -
Extipnon kov peioon kwvovvev (Aebvng Opyoviopdg Tomomoinomg,

2010)

To mapdv mpdTLmo opilet T yevikn oporoyia, Tig apyég Kat TIG LEBOSOVS EKTIUNONS TV
KvoOvev mov oyetilovionl pe dpopovg THTOVG GTAOEP®Y KOl KIVINTOV UNYOVIULATOV.
[Mapéxer évav xoatdloyo kowvav Kivdovev kol mpoopiletar va ypnopomombel oe
GLVOLOCUO PE BALD TPOTLTIO AGPAAELNG Y10 CLYKEKPIUEVES EPAPLOYES (TT.. TOTOV B ko

tomov I).
ISO 13849 Aco¢aiero pnyovnudtov - Mépn cvotnudTtOv €AEYY0V TOL
oyetiCovran pe v ac@drera (Aebvic Opyaviouog Tvromoinong 20158,
2012pB)

Avt6 10 TPHTLIO OV amoTEAEiTAL Omd dVO pPEPN TapExel KaBOOYNON CYETIKA LE TO
oXeOOGUO, TNV EVOOUATMOON Kol TNV EMKVPOGCT] TOL VAIKOV KOl TOV AOYIGHKOD TMV

CLOTNUATOV EAEYXOV TOL OYETILOVIOL HE TNV OCQAAE KOl YPNOLLOTOOVVIOL GE
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dlapopovg THovg pnyovnudtov. Erikevipoveton kupiwg oe otabepd unyaviuato, aAld
Umopel emiong va EQOPUOGTEL GE GLOGTNLOTA TTOV YPNGLLOTOLOVVTAL G KvNnTO eE0TMGO.
H a&iohdynon tov kivdbvev ypnotponoteitot yioo Tov kaopiopd tov amortovpeveov PL
TOV GLGTNUATOV EAEYYOV, Kot Ot emttuyyavopeveg PL avolvovtarl pécm e a&loldynong
NG OPYLTEKTOVIKNG TOL GUGTNUATOS, ovumeptlapfavopévng g aglomotiog Tov
YPNOUOTOOVUEVOY  EEAPTNUATOV Kol NG  KAVOTNTOG  OViXVeuong GQOAUATOV.
[Mopanéunel oe oplopéveg Evvoleg amd dAla tpoTuma, O6mtmg to IEC 61508, kot mpoteivel
™ yxpnon &vog Sypappatog KvoLvov ovd €QApPUOY] Y ToV KaBoplopd TV

OTTOLTICEWV EMOOCEMV.

ISO 17757 Xopotovpylkd pnyovipoete kKor opuysic - Aoc@dlewo
JUTOVOL®V KOl 1MUWVTOVOU®V  CUGTIHATOV  unyovev  (Aebvhg

Opyaviopog Tvromoinong, 2019)

To mapov TpdTLTO TAPEYEL TIC YEVIKES OMALTNGELS OCPAAEING KO TOVG TPOPANUATIGLOVG
Yo AV TOVOLLOL KO IO TOVOLLOL KV TG UNYXOVILLATO TTOV XPTGLULOTOLOVVTOL GE EPUPLOYES

YOLOTOVPYIKADV EPYACIOV Kot EOpLENC.

ISO 19014 Xopotovpywkd pnyovipote - ASTOVPYIKN GCQAAELN
(Aebvmc Opyaviouodg Tvromoinong, 2018y, 20188)

[Ipoxertan yioo €vo mpoOTLRO TEVTE TUNUATOV 7OV KOAVTTEL TNV EQOPUOYN TNG
AELITOVPYIKNG OCGPAAELNG GE KIVNTOL UNYOVILOTO TOV YPTCLUOTOOVVTAL GE EPOPLOYES
KATaokKeLOV Kot £6puéne. To mpdTo Kot To Tpito PHEPOS £xovv dNUoctevdel, evd ta dAla
tpio Bpiockovtor vtd avdmtvén. TToAdég Evvoleg elvar mapdpotes pe eKEIVEG TOV TPOTHT®V
ISO 13849 xou IEC 61508. To mpoéTLURO 0vTO YpMoiponolel o tpocyyion PAcel Tov
KAAOOL Kol TOL  KWOULVOL Yoo TOV  TPoGolopwopd  twv  PL pnyavov  tov
YPNOWOTOOVUEVOV  GUOTNUAT®OV  €AEyYoL TOL oyetilovtolr pe TNV OCEAAEL.
Avtipetoniler Tig avnovyieg oyetkd pe TG mePPAALOVIIKEG GLVONKES Kot TOPEXEL
TEPUTEP® AETTOUEPELIES OYETIKA UE TOV TPOTO AVAAVONG TOAOTAOK®V EVEGOUATOUEVDV
CLOTNUATAOV  EAEYYOVL UNYOVOV TOv  TEPAAUPEvouY TN  ¥pNoT OAOKANPOUEVOV

NAEKTPIKDV, VIPOVAKAOV KO TVEVUATIKOV CUCTNUATOV GE YOUATOVPYUKH LY OV LLOTO.

49



ISO 31000 Awyeipion wkwvovvev (Awbvrig Opyaviopog Tomomoinong,
2018e)

To TpOTLTO AVTO TOPEYEL YEVIKES 0PYES KOl KOTELOLVTNPLES YPOUUES Yo T Onpovpyiol
evog mAaiciov yio TN dtoElpton Tov KvoHVoL SEPYacIOV GE 0OAOKANPO TOV OPYOVIGLO

Kol O1EPEVVA d1ApopeS Evvoleg Kot peBodoroyiec a&loddynong kvovvoo.

IEC 31010 Awyeipion Kivovvov - Teyvikég ektipnong Kivovvou (Aebvng
HAextpoteyvikn Emtponn, 2019p)

To mpodTLMO AWTO (TPdHTLTO PE SO AoyoTumo e to ISO) mapéyet kaBodynon oyeTikd

LLE TOV EVTOMIGHO KIVOOV®V KoL TIG TEYVIKES EKTIUNOMG KIvOHVOD.

IEC 61508 Asgttovpyikn] 0o@drero MAEKTPIKAOV / MAEKTPOVIKOV /
apoypoppotiiopevov  niektpovik@v (H/E/IIE) ovotnpdtov mov
oyetiCovron pe v ac@drera (Aebvng Hiektpoteyvikn Emrponny, 2010a-
2010q)

[Tpoxertan yuo éva eopv TPOTLTO TOL OmoTEAEITOL OO EMTA PEPT KO KAADTTEL O1APOPES
TTUYEG TTOL TTPEMEL va Aapfdvovtan vdym otav ta cvatipate H/E/TIE ypnoomolovvton
v Vv ektéleon Asrtovpyudv aceoieiog. Eyxet wdwitepn onpacio yo t1g apyxés g
dwyeipiong tov kuKAoL (eNg. IIpoopiletan Yoo TNV LLOCTAPIEN TNG AVATTLENG TPOTOTTWV
AELTOVPYIKNG OCPAAELNG CUYKEKPILEVOV EPOUPLOYADV 1] TOUEDV KOl ETIKEVIPMOVETOL LOVO
o€ NAEKTPIKA Kot NAEKTPOVIKA cuotipata. Aev eEgtdlet TIg avnovyieg mov oyetiCoviot e
TOVG UNYOVIKOUG EAEYYOVG 1 TIG OTOLTIOELS TOV avOp®TIVOL TTapdyovta Tov oyetilovral
pe to oyedlacud towv cvotudtov H/E/TIE. Ot armoutioel 6yedlacpuod cuoTnUiTOv

exppalovton pe ™ xpnon SIL.
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IEC 62061 Aoc@dlero pnyovnudtov - A€TOVPYIKN]  0o@AArELO,
NAEKTPIKAV, NAEKTPOVIKOV KOl TPOYPUUNOATICONEVOV TNAEKTPOVIKOV

oVoTNUATOV &YYoV (AeBvng HAektpoteyvikn Emtponn, 2015)

[Ipoxertan yo po tpocappoyn tov tpotumov IEC 64508 mwov apopd €01kd Ta otafepd
UNYOVILLOTO. OTO OTTO10L Ol AT GES oYedopol eEapTUaTeOV Tov oyetTilovtal e v

acpdrea ekppdlovron pe tn yprion SIL.

IIpotomo Apvvag 00-56 ATortioelg dLoyeipLtons aGPALELNS Y10 GUVVTIKG
ovotipota (Tvroroinon Apvvag Hvopévov Baciieiov, 2017)

To mapdv mpdtumo opilel yevikég Evvoleg Kot apyég mov mpEmel vo, Aapuavouv vedyn ot
TPOYPOUUATIOTEG GUOTNUAT®OV VAIKOD Kol AOYIOUIKOD Katd Tnv  avamtuln evig
ocvotnpatog aceoieiog. Xpnotpomotel opiouéveg mTuyég Tapopoteg e pebodoroyieg mov
napovctdlovior oto IEC 61508, pe éupaon otig ovuPdcelg kot T €vbovveg tov

avadoyov.

ISO 3450 Xopatovpywka pnyoevipoto - Tpoyoeopa pnyoavipoeto 1
UNYOVIHOTO HE TPOYOVS OO0 KOOVTGOVK VYNAMS TOYOUTNTOS -
ATOITNGELS EMOOGEMV KOl OL0OIKUGIES OOKLIUIG Y10, GUGTHOTO TEOT OGS

(Aebvmc Opyavicouodg Toromoinong, 201 1a)

To mapdv mpdTLTO KaBopilet TIC amatToELS EMOOGEMV KOt TIG OAOIKAGIEG SOKIUNG Y10l TOL

GLGTNLLOTA TEANOTG KIVITAOV UNYOVILAT®V.

ISO 5010 Xopatovpywkd pnyovipote - Mnyovipotoe pE €A0GTIKA
K0oVTeoUK - Amontioels oonynong (Awebvig Opyavioudg Tvmomoinong,
2007a)

To mapodv mpodTLTTO KaBopilel Ta KPLTHPLo EMOOGEMY KOl OOKILMY TOL YPNGLLOTOI0VVTOL

vy TV aEloAdynomn g KavoTnTog d1e08VVoNG TMV TPOYOPOP®V KIVITAOV UNYOUVILATOV.
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ISO 10218 Popumot Kol pOUTOTIKES GVUOKEVES - ATULTIGELS OOCQPAAELNG
v Proopnyovikd popumét - Mépog 1: Popmot (Awbvig Opyaviopog
Tvromoinong, 2011P)

To mpoTLIO AVTO KAADTTEL TIC AMOUTNOELS AGPUAEiNG TOV GyeTilovTal Le Ta Propmyovikd
poumdt, copmephapfavopévav Tmv Tavav Kivoivev Kot Tov HETPOV Yo T pelmon 1
v €AY TOVG.

ISO 13766 Mnyoviipato YORATOVPYIKOV KOl 0LKOOOUIKMOV £PYOCLAOV -
Hiektpopayvntikn ocvpfarotnroe (HMX) pnyovnudtov pe £oOTEPKN
niekTpk] TpoPooocia (Aebviic Opyavicpnog Tvromoinong, 2018a, 2018p)
[Ipoxertan yoo €va TPOTLIO MOV OMOTEAEITOL OO OVO WEPT KOl ETIKEVIPAOVETOL GTNV
nAextpopoyvntikny ovpfotdémra. To wpdto PEPOC APOPE TIG YEVIKEG OMOITNGELG
oupupoatotrag Tov €£omMapov. To dehTeEPO HEPOS EMIKEVIPOVETUL GTIG HEBOSOVS DOKIUNG

KO TOL KPLTNPLOL Aod0oyNG Yo T LEPT TV GLGTNUATOV EAEYYOL OV GYETICOVTOL [UE TNV

acPAAELL (AEITOVPYIKT) AGPAAEL) KOL YPNCLOTOLOVVTOL GE KIVITO U0V LOTOL.

ISO / IEC / IEEE 15288 - Mnyoviki] 6v6TIHITOV KOl AOYIGUIKOD -
Awdikaoieg kOkAov Cong ovotnpotog (Awbvig  Opyoaviouodg
Tvromoinong, 2015y)

To mpoétvmo ovtd Beomilel €va kowd mAaiclo eAéyywV dlepyocidV Tov Umopel va

ypnoporomBet amd opyavicpovs KoTd TV amdKTNon 1 TNV TPOoUnela GuoTNUATOV.

ISO 15817 X®UotovpywKd pnyoviuote - ATOITHOCELS OGQPALEWNS YLO.
ovoTipota Tnieyepiopov (Aebvng Opyavioudg Tvronoinong, 2012a)

To mapdv mpodTLTO KaBOoPilel TIg PACIKES AMATOELS ACPOAEING YIOL TOV TNAEXEPIGLO
KWVITOV UNyovnudtov omd tov Yeplotn. Aev epaproletal 6€ 0VTOVOUO GUGTNLOTO TOV

etvat iavad vo Aettovpyovv yopig ) fondeta Tov xeploth.
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ISO 16001 Mnyoviproto YOUOTOVPYIKOV EPYOCLAOV - XUGTINOTO.
aviyvevong oavrikepévov kot fondnipote opatdtnTeg - AmOLTIGEG

emO00oemV Kot doKipég (Aebvng Opyaviopdg Tvromoinong, 2017a)

To mapdv TpodTLTO KEeBOPILeL TIG YeVIKEG amalTnoelg Kot Tic nefddovg yia v a&lordynon
Kol Tn OOKIUN T®V ENOOCEMY TOV GULOTNUAT®V OVIXVELONG OVTIKEWEVOV TOV

YPNOLLOTOLOVVTOL GE KIVITE LIy OVT|LLOLTOL.

ISO 20474 Xopatovpywkd pnyevipata - Ac@airewa (Aebvig Opyovioprog
Tvromoinong 2017p)

Avtd 10 mpoétuvmo 15 tunpdrtov kabopiler Tig yevikés omautnoglg ac@aAieiog ywo To
YOUATOVPYIKE pnyovipata. To TpdTo HEPOG TEPIEXEL YEVIKEG OMOLTIGELS KOl TOL UEPT
OV 0KOAOVOOVV aPOPOLV EOIKA TOVG EMUEPOVS TOHTOVE UNYOVIUATOV KOl TIC EOIKEG
Aertovpyieg wor epapuoyés tovg. KabBopiler to katdAinio teyvikd pétpa yoo v
e€dhetym N 1 pelwon TV KvOLvVeV amd Toug oxeTikovg kivdvvous. Tlapaméunel ot

xpnon tov ISO 17757 yuo avtdvopa cuetipaTa.

ISO 21448 Oodéwkd oynpotae - Ac@diewe TG 7mPOPLETONEVNS
Aertovpyikotnrag (Aebvig Opyaviopdg Tvmonoinong, 2019y)

To mapdv mpotvmo cvpminpavel o ISO 26262- mpoopiletar va gpapudletor 6tav M
EMYyVOON NG KATAoTaonG &£ivol kpioiun Yoo TNV acQAAE KoL TPOEPYETOL 0o
TOAVTTAOKOVG aAyopifBupovg acOntipov ko enelepyaciog (m.y. cvotiuate enéppfoaong
EKTOKTNG avaykne, mponyuéva cuotnuate vrofondnong odnyov), 6mov umopet va unv

gtvan duvatov va kabopiotel faduoroyia SIL 1§ PL.

ISO 26262 Oodwad oynpota - Asttovpyiki as@arera (Aebvng Opyoaviouog
Tvromoinong, 2018c7)

[Ipoxertan yu éva mwpdtumo 10 TUNUATOV TOV ETIKEVIPAOVETOL GTNV EQUPUOYN TNG
AELITOVPYIKNG OCPAAELNG GE NAEKTPIKA KO NAEKTPOVIKA GUOTHHOTE avTOKIVIATOV. [TOAAEC
évvoleg mpoépyovtar omd 1o mpdtvmo IEC 61508 pe ™ ypnon wog Propmyoviknig

Tpocéyylong pe Pdon tov kivouvo Yoo Tov TPocdopicid TOV EMMESDV OKEPULOTNTOG

53



ac@arelag ovtokvitov (ASIL) tov ypNOIUOTOI0VUEVEOV CUGTNUATOV EAEYYOL TTOL

oyetilovtot pe TNV 0cQAAEL.

IEC 61800 - Xvotiuota miektpokiviiong puvOmlopevng toyvInTog
(AeBvncg Hiextpoteyvikn Emitponn, 2016)

[Tpdkertan yio éva TPOTLTO EVVEQ TUNHATOV TOV EMIKEVIPOVETAL GE SIAPOPES TTLYES TOV
oXeO10GLOD CLOTNUATOV HETAO0ONS KIVIoNG EVOAALACCOUEVOL KOl GUVEYODS PEVLATOG,
ocvumepAapUBovouévav TV BeldTtOV 0CQAAENG, TOV OTOUTINCEDV OGVVOEGNS, TNG
NAEKTPOUOYVNTIKNG GLUPATOTNTAG KOU TNG €VEPYEWKNG omddoons. To mo oyeTKo
&yypagpo avtfg g oepdg eivon to IEC 61800-5-2:2016, Xvotuato nAektpokivnong
puOlopevemY aTpo®V - Mépog 5-2: Amoutnoelg ac@areiag - AeTovpykés.

IEC 62998 - Ac@diera pnyovnudtov - AteOntmipeg mov oyetilovral pne
TNV 0GPAAELY, KOL YPTCLULOTOLOVVTOL Y10, TNV TPOSTIGIA ATOR®V (AteOvic

HAextpoteyvuen Emtponn, 2019p)

[Tpdkettan yro por TEVIKN TPOSIOYpaPT) OTOLTHCEMY Y10 TNV OVATTLEN KOl EVEOUATOON
ocvoTNUAtOV oentnpov mov oyetilovionl pe TNV OGPAAE KOl TNV TPOCTACIO TMOV

avOpOTOV.
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MAPAPTHMA T: TIAPAAEITMA ZXEAIOY AIAXEIPIZHZ  AEITOYPTIKHZ
AZOAAEIAZ

O mivokag I'l etvon éva mapddetypo Tov TEPIYPAPEL TOL TEPLEYOUEVO TOV TPEMEL VL
ANeOovV VoYM o€ Eva o010 daryeipiong Aettovpyikng acpdielag. Emionuaivetor 6Tt ot
Aemtopépeteg o dapépovy avdAoya pe TO TAAICIO Kot OTL TO TEPLEXOUEVO TOV OYESIOV
dwxeiplong Aettovpykng acedielag Bo mpémelr va mpocapudletor oviloyo pe TO
OLYKEKPIUEVO TPOTOV M €QUPUOYN. ZNUEIDOTE €miong OTL po. oglpd amd GAAeg
dwadkacieg pmopet emiong va mAnpovv Ta KPLTipLo ToL cxediov dlayeiplong AELTOVPYIKNG

ACOAUAELOG.

Ynuewwote 0Tl to. otoryeion mov mepEyovtar otov mivakoe [l pmopel vo  eivon
EVOOUATOUEVO GE 10, GUVOAKT OlodKacio Kot Oyl vo, VIaPYoLV ¢ EexmPlotd GyYEd0

dtoyelpong g AELITOVPYIKNG OCPAAELOG.
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MAPAPTHMA A: TIIOANEX APAXTHPIOTHTEZ TIA  THN ANAMNTY=H
AOT1ZMIKOY

Ot mivaxkeg A.1 ko A.2 mapaBétovv Tic mOAVES SpacTNPLOTNTES Yo TNV OVATTLEN
Aoylopkov kot T oyéon toug pe ta PLs, 0nwg avtd opilovtor oto ISO 13849-1:2015.
Emonpaiveron 61t o1 mivakeg avtol dev mpoopiloviar yio oKOmovg eA&yyov, 00Tt ot
OpPaCTNPLOTNTES KOl Ol ATOTHGES B0 S1PEPOVY CNUAVTIKG OVAAOYO HE TN Stodikaciol
avantuéng. Mmopodv va ypnoiponombovy yio va fondnocovyv oty Kotovonon Kot Tov

EVTOTIGLLO OPIGUEVOV AT TIG OPAGTNPLOTITES TOV EVOEYETOL VAL LGYVOVV.

Inuewwote 6Tt to ISO 13849-1:2015 Bpioketor vad avabemdpnon KOTE TN OTIYU NG
dnupocigvong Kot ot TANpoeopiec avtég Ba sivar Eemepacpéveg LOMG KUKAOPOPNGEL M
emOUEVN £€KOOON. XMUEWMOTE €miong OTL OAAEG mpooeyyioel kot mpOTLTO Yol TV

avamtuEn Aoyiopkol pmopet va givor mo KoTdAANAQ Y10 GUYKEKPUEVE GUGTHLOTA.

Table D.1. Satety-Related Embedded Software (SRESW)

L Activity

1 | Software safety ifecycle with venfication and validation activities

2 | Documentation of specification and design

3 | Modular and structured dessgn and coding

4 Control of systematic failures

Where using software-based measures for control of random hardware failures, verification of cormect
implementation

6 | Functional testing (e.g., black-box testing)

7 | Approprate software safety lifecycle actvities after modifications

B | Project management and quality management system comparable to (e.g., 150 9001)

SIRIASTS] STSTSS S .
sl S]] a]s]4]e

9 | Documentation of all relevant actnaties during software safety ifecycle

10 | Configuration management to identify all configuration items and documents related to an SRESW release

11 | Structured specification with safety requirements and design

12 | Use of sutable programming languages and computer-based tools with confidence from use

Modular and structured programming, separation in non-safety-related software, imited module sres with fully
defined mierfaces, use of design and coding standards

14 | Coding verification by walk-through / review with control fiow analysis

15 | Extended functional testing (e.0., arey-box testing, performance testing, or simulation)
16 | Impact analysis and appropriate softwane safety [ifecycle acthities after modifications

AN NN NN A A ANANANA NN AN NN N
SIAISL S STSSTSTASIATS] STSTS S A=

17 | Structural test coverage (statements) 100% (Note: in addition to IS0 13844 requrements)
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Table D.2. Safety-Related Applied Software (SRASW)

Activity

Software safety ifecyde with verfication and vabdabion activibes

Documencanon of spaciicanon and design

Moduar and stuctured design and coding

Functional Testing

RSN R NENENL

Y B B e L

SIS S S S]e |2
SIS S S A=

RN RN NN

software should be made wvolved in the
#_ﬂ reviewsd, available 1o pecgle lifecycle,

Safety functicns with required PL and associsted operating modes

Performance critenia |e.g., reaction tmes)

Hardweale architeche with external signal nterkces

tﬂ-umlimauu-—

Detecbon and contrd of extemal fales

DN LN BN

SN S S
SISISNS
SIS NS
AR NENEN

Selection of ols, lbrarkes, languages:

10

Suitable tools with "confidence from use.” The tool shauld comply with the appropriste cafety standaed; if two
diverse compaonents with dives e tooks are used, confidence from use may be suficent. Technical features that
detect conditions that could cause systematic enmor (such a8 data type msmatch, amEsguous dynamic memory
allocation, incomplete called interfaces, reourson, ponter anthmetic) should be used.

<~

n

Whenever reasonabie and practicable, valdated function block libranes should be ussd, ather safety-related
function block litvanes provided by the 1ool manufactures (highly recommended for PL = e or validated
application-specfic FB ibranes.

12

A, pstified bivsbad vanabiity language (LVL) subsst sutabie for & modulsr approach shoukd be usad [e.g., the
asccepted subset of EC 61131-3 languagey). Geaphecal languages je.g.. function block disgram, |adder diagram)
are highly recommended.

<~

Software design shoud feature.

13

Sem-formal methods to describe data and control flowle.g., state dagram or program fiow chart)

L]

Modudar and structured programming preddaminantly readized by functon biocks densng from safety-related
wakdated function biock libranes

15

Function blocks of limited size of coding

17

Aychitecture model of three stages: inputs, proo=ssing, outputs

Assignment of a safety output 8 only one program Dcation

Use of techmaques for detection of external falure and for defersive programming within input, procesaing, and

cutput blocks that lead 10 8 safe stamE

SISNSISN S SIS

SISNISNSS] ST S

SNINIAISIAL ST A
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Activity

a(bc de

SRASW and ron-SAASW thould be coded n diferent function blocks with wedk-defined data links

v

There should be no logical combingtion of non-safety-related and safiety-relsted data that could lead to the
downgrading of the integrity of safety-related sagrals [e.g., combining safety-related and non-safety-related
signais by @ logical “OR” whare the result contrals watety-related wignals|

“~

Software emplementanon ( cocng

Code should be readable, understandable and testable usng symbolc vanables instead of explict hardware
addresses

Justified or accepted coding guidslines should be used

Data integrity and plausidty checks (&g, range checks) availible on appheation Layer (defensve programming)
should be used

Code should be tested by simulstion

< <|4] &«

\erification should be by contral and data flow analysis for PLd or Ple

SIS S S S

SIS SIS S

The approprate validation method i black-box 1eting of funchonal behavior and perfarmance critena fe.g.
timng performance)

For PLd and PLe, test case execution from boundary value analysis is recommended

Test planming & recommended and shoukd rclude test cases with completon critena and required tools

Input / cukput 18stng should confim that salety-related signais are correctly used within SRASW

Structural test coverage |statements) 100% (Note: in addimon 1o 150 13849 requrements|

SIS SIS S

ANENENESE

Al ifecyche and modification activities should be documented

Documentation should be complete, avalable, readsble, and understandable

SsS

AN

Code documentation within source teat should contain module headers with legal entity, functional and 10
wnmammmmnm:«-ﬂnmum

Configuration management:

It is highly recommencded that procedures and data backup be establshed to identify and archive documents,
software moddes, venficationvabdaton results. and tool configuration relited to a specific SRASW version

After modifications of SAASW, mpact analysis should be performed to confirm comect

specification. Aggraprate
lifecycle actaibes should be performed after modifications. Access nghts to modifications should be controlled,

and modficaton hstory should be documented.
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